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Abstract 

The rapid evolution of enterprise information technology has increased the complexities of 

information systems to levels that present augmented challenges for proactive identification and 

mitigation of security vulnerabilities by information security practitioners and organizations. The 

growing volume and increasing sophistication of attacks against enterprise infrastructure are 

exposing vulnerabilities in traditional protection measures. Consequently, enterprise security 

teams face a rising tide of cyber incidents that, despite major investments in security-prevention 

measures, continues to exceed their ability to control. 

The present study introduces an artificial intelligence–machine-learning modelling framework 

designed to enable and assist enterprises in the detection and prevention of the majority of 

malware and APT attack vectors. The modelling framework employs, generates, and uses AI-

driven threat intelligence that encompasses extensive visual and searchable data representations 

of the attack techniques, tactics, and procedures (TTPs) of cyber adversaries across the globe. 

The modelling framework was evaluated by comparing its detection efficacy and average time 

taken to detect both traditional malware-based attacks and advanced persistent threats against 

those of an organization that is globally recognized as a leader in providing security for 

enterprise infrastructure. The results revealed a notable reduction in average time taken to detect 

advanced persistent cloud threats over a more conventional and established security control 

approach. 
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Securing data while it is processed, stored, or transmitted in public or private IaaS clouds 

is extremely challenging. The Cloud Security Alliance lists the top risks to Cloud Computing 

Security, noting that a majority are correlated with insufficient security controls in the cloud. In 

many cases, this stems from a basic understanding of the deployment security requirements, 

security features of key cloud enablers DevOps, SecOps, and SRE, and the existence of public 

and private tools, patterns and frameworks. Artificial Intelligence (AI) and Machine Learning 

(ML) frameworks use AI and ML techniques to gather data from multiple sources and correlate 

that data to provide an insight into advanced security threats, risks and incidents. Topics for 2023 

include the definition and advanced persistent threats shaping the cloud threat landscape, the 

Tactics, Techniques and Procedures (TTPs) being exploited, and an overview of the supply chain 

and configuration risks that are expected to pose a threat in the near future. 

These alerts are not new – AI systems have been in use in the NatSec arena since the 

deep blue chess project; the US National Security Agency has been using behavioral signature 

systems since 1986 and has built up significant expertise. It should not be forgotten that cloud 

services are a commodity and are being targeted as such; the business models of Security as a 

Service operators and application service providers are being exploited. The AI engines being 

used today will eventually be commoditised, and as such, the within industry will evolve to use 

the AI as a tool, rather than being the cyber threat itself. The risks associated with Detect and 

Respond readiness to advanced persistent threats in cloud environments. The use of Systems 

Modelling Language to assess and understand detection and response capability gaps. A 

consolidated synthesis of all advanced persistent threat landscape assessment work, combined 

with specific cloud insights, will define Detect and Respond readiness suitability and Capability 

Maturity Model evaluation across cloud environments, thus highlighting the required 

improvements and investment. 

2. Foundations of AI-Driven Threat Intelligence 

AI-driven threat intelligence is defined as the integration of machine learning, deep 

learning, and natural language processing technologies into enterprise threat analyst intelligence. 

Broadly, the integration of machine learning into data analytics and analysis for enterprise threat 

assessment is AI-driven enterprise threat intelligence. Machine learning-driven enterprise threat 

intelligence uses publicly available sources. Processing such data volumes manually using 

conventional data analytics tools is not possible. Although public data are trustworthy, there is a 

need for data integrity, data validation, data governance, and proper data management; these 

principles must be followed to reduce the exposure of machine learning-enabled enterprise threat 

intelligence systems to threats. Data provenance can help security analysts source trustworthy 
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data. Using bleeding-edge data and sensors in such systems pushes them ahead of commercially 

available detection capabilities with service level agreements of less than 15% false positives. 

Sources of data for threat actor Tactics, Techniques, and Procedures (TTPs) include open 

source intelligence from global trusted resources, cybersecurity vendor sources, global news, 

privately available blog sites, telegram channels, and dark web data forums. Distillation of threat 

intelligence analysis of such data in real time and near real time supports the advanced detection 

of APTs, supply chain attacks, targeted ransomware attacks on critical infrastructure, and, more 

particularly, attacks on cloud environments in less than five hours with reasoning capabilities and 

dual-language explanation systems to convey reasoning. 

Equation 1) Observability-fusion equation 

The strongly emphasizes cross-layer telemetry fusion across network, applications, cloud 

infrastructure, and external intelligence. 

Let: 

 𝑥1 = network visibility 

 𝑥2 = application visibility 

 𝑥3 = cloud-control-plane visibility 

 𝑥4 = identity visibility 

 𝑥5 = external threat-intelligence visibility 

Then a simple observability-fusion score is: 

𝑂𝐹 =∑𝛼𝑗

5

𝑗=1

𝑥𝑗 

with: 

∑𝛼𝑗

5

𝑗=1

= 1 
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If we also want to reward interaction between layers, use: 

𝑂𝐹∗ =∑𝛼𝑗

5

𝑗=1

𝑥𝑗 + 𝜆∑𝑥𝑝
𝑝<𝑞

𝑥𝑞 

The extra term: 

𝜆∑ 𝑥𝑝
𝑝<𝑞

𝑥𝑞 

 

2.1. Definitions and scope 

Scope encompasses data sources, concepts, and analytic objectives within AI-driven threat 

intelligence. These definitions enable investigation of enterprise AI-enabled cloud security 
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frameworks, especially architectures for data observability. Threat intelligence identifies 

resources likely to sustain advanced threats, thereby enhancing protection. Advanced threat 

campaigns demonstrate sophisticated know-how and systematic investigations of specific targets 

over extended periods. Capturing advanced threat techniques, tactics, and procedures (TTPs) 

facilitates comprehensive defense strategies. Intelligence expands beyond threat detection to 

encompass resilience, adaptiveness, and continuity, continuously informing security, risk, and 

assurance processes. Cybersecurity threat intelligence utilizes diverse sources—external open, 

proprietary, and commercial—as well as internal indicator repositories, telemetry, and 

specialized sensors. Data provenance and quality underpin effective intelligence operations, 

guiding protective and remedial enhancements. 
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Fig 1: Synergizing AI-Driven Threat Intelligence and Cloud-Native Data Observability: A 

Framework for Enterprise Advanced Threat Detection, Remediation, and Shared 

Responsibility 

AI-enabled cloud security frameworks represent a growing class of products and 

solutions delivering cloud-native, detection-led, adversary-aware protection. These technologies 

operate synergistically with Managed Security Service Provider (MSSP) offerings to discover, 

identify, contain, and remediate advanced threats—specifically advanced persistent threats 

(APTs)—present in cloud environments. Shared responsibilities transfer some detection burden 

from enterprise security teams to cloud service providers, improving time-to-threat and, by 

extension, reducing risk exposure. To be effective, however, these detection-led services must be 

purpose-built for public cloud environments, designed to discover advanced threats that invest 

significant time during pre-attack and attack reconnaissance. 

2.2. Key AI techniques in threat intelligence 

AI-driven threat intelligence leverages a range of AI techniques and tools, including 

supervised, unsupervised, and reinforcement learning, as well as computer vision, natural 

language understanding, and semantic analysis; data mining; big-data analytics; sophisticated 

graphical and streaming-query-processing systems; replay and event-correlators; and rule-based 

engines. Data sources span structured, semi-structured, and unstructured data, and natural-

language-based information feeds, covering both operational data (e.g., attack indicators and 

alerts) and information pertinent to the planning, preparation, and execution by threat actors. 

Analytic goals focus on identifying trusted and authoritative data sources; detecting, 

categorizing, and predicting threat actors, their capabilities, and the techniques, tactics, and 

procedures; and selecting and synthesizing relevant and reputable information on actors and 

associated TTPs. 

Analyses combine data sourced from multiple domains and functional silos; define an 

integrated architecture that enriches the deep storage, consolidated views, and consistency of all 

data relevant to ICY (what is happening now), POA (what might happen next), and TLR (what 

has happened); span security, risk, compliance, privacy, and fraud reduction; and increase 

visibility into activities both above and below the organizational boundary. The resultant end-to-

end observability and contextual visibility enhance detection performance, automating detection 

and response for known threat events and significantly accelerating time-to-threat for unknown 

threats. These decisions inform the modeling and simulation of attacks against known 

vulnerabilities, misconfigurations, and dependencies. 
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3. Methodology 

The overall research design employs a multiphase approach. The first phase comprises a 

meta-analysis synthesizing the detection and prevention capabilities of AI-enabled frameworks 

deployed to address security risks across cloud delivery models. For the second phase, the 

temporal emphasis shifts to explore the detection and containment capabilities being integrated 

into enterprise security operations for threat pathways across hybrid cloud ecosystems. 

The analysis of AI-enabled detection and prevention capabilities across the cloud 

delivery models uses a meta-analysis methodology. Detection, prevention, and observability 

mechanisms from the reviewed frameworks align with the Major Security Detection Systems 

structure and are correlated against the threat landscape evolving around the emergence of cloud-

native architectures to ascertain their overall efficacy. The results of the analysis are adapted and 

scaled to articulate a broader view of detection capabilities for enterprise security operations. 

The VDI model for risk detection and mitigation performance represents an application-

centric view of incidents and threats that categorizes them along a continuum defined by 

increasing visibility and complexity. The synthesis approach correlates core VDI detection and 

risk containment practices across the cloud-native operating model and AI-enabled observability 

of hybrid multicloud estates against the evolving APT risk trajectory with a particular focus on 

enabling enterprise detection, disruption, and defence in depth. 

3.1. Framework for Data Oversight and Provenance 

Data sourcing, trustworthiness, lineage, integrity, traceability, and appropriateness are 

foundational concerns for any observable or understandable system. Data governance 

architecture therefore encompasses the data itself, the processes supporting collection, storage, 

and sharing, and business services guiding the journey from design to data consumption and 

modelling. Control over data is critical for downstream decision-making and regulatory 

compliance; for AI models, proper supervision of the training, validation, and evaluation datasets 

is necessary to avoid issues such as bias, integrity, or provenance gaps. 

Cloud-native services introduce specific challenges for data oversight, notably because 

data commonly reside in third-party environments or under the control of cloud service providers 

(CSPs). Clouds also introduce new signals and telemetry streams, highlighting the need for 

responsible governance along all axes and throughout the data lifecycle. Consequently, cloud-

native observability supports higher-quality models deployed in lower-latency fashions, yet 
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achieving that goal requires attention to the union of signalling across layers and the shared 

lineage of observability solutions and consolidated data stores. AI model performance is 

ultimately bounded by data: its quality, the appropriateness of the information fed into the model, 

and the inclusion of information sources that minimise false positives and enhance detection 

readiness. 

Topic Final derived equation 

Total events 𝑁 = 𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 

Detection efficacy / recall 
𝑅 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Precision 
𝑃 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

False positive rate 
𝐹𝑃𝑅 =

𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

False negative rate 
𝐹𝑁𝑅 =

𝐹𝑁

𝑇𝑃 + 𝐹𝑁
= 1 − 𝑅 

Specificity 𝑇𝑁

𝑇𝑁 + 𝐹𝑃
= 1 − 𝐹𝑃𝑅 

𝐹1-score 
𝐹1 =

2𝑃𝑅

𝑃 + 𝑅
=

2𝑇𝑃

2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁
 

Per-attack time-to-threat 𝑇𝑇𝑇𝑖 = 𝑡𝑖
𝑑𝑒𝑡𝑒𝑐𝑡 − 𝑡𝑖

𝑠𝑡𝑎𝑟𝑡 

Mean time-to-threat 

𝑇𝑇𝑇 =
1

𝑘
∑(𝑡𝑖

𝑑𝑒𝑡𝑒𝑐𝑡 − 𝑡𝑖
𝑠𝑡𝑎𝑟𝑡)

𝑘

𝑖=1

 

Relative TTT 

improvement 
𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 − 𝑇𝑇𝑇𝐴𝐼

𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒
× 100 

Alert burden 𝐴 = 𝑇𝑃 + 𝐹𝑃 

Analyst workload 𝑊 = 𝜏(𝑇𝑃 + 𝐹𝑃) 

Wasted analyst fraction 𝐹𝑃

𝑇𝑃 + 𝐹𝑃
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Topic Final derived equation 

Data quality score 𝐷𝑄 = 𝑤1𝑇 + 𝑤2𝐿 + 𝑤3𝐼 + 𝑤4𝑉 + 𝑤5𝐺 

Geometric provenance 

score 
𝐷𝑄𝑔 = 𝑇𝑤1𝐿𝑤2𝐼𝑤3𝑉𝑤4𝐺𝑤5 

Observability-fusion 

score 𝑂𝐹 =∑𝛼𝑗

5

𝑗=1

𝑥𝑗 

Synergistic observability 𝑂𝐹∗ = ∑𝛼𝑗𝑥𝑗 + 𝜆∑𝑥𝑝
𝑝<𝑞

𝑥𝑞 

Composite effectiveness 𝑆 = 𝛽1𝐷𝑄 + 𝛽2𝑂𝐹 + 𝛽3𝑅 + 𝛽4𝑃 − 𝛽5𝐹𝑃𝑅 − 𝛽6𝐷𝑟𝑖𝑓𝑡 

Drift 𝐷𝑟𝑖𝑓𝑡 = 𝑑(𝑃𝑡(𝑥), 𝑃𝑡+𝛥(𝑥)) 

Mean-shift drift (Drift_\mu=\frac{1}{m}\sum_{j=1}^{m} 

Risk score 𝑅𝑖𝑠𝑘 = 𝛾1𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 + 𝛾2𝐼𝑚𝑝𝑎𝑐𝑡 + 𝛾3𝐸𝑥𝑝𝑜𝑠𝑢𝑟𝑒
− 𝛾4𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑆𝑡𝑟𝑒𝑛𝑔𝑡ℎ 

Human-in-the-loop 

confidence 
𝑝𝑓𝑖𝑛𝑎𝑙 = 𝜂𝑝𝑚𝑜𝑑𝑒𝑙 + (1 − 𝜂)ℎ 

4. Objective of the Study 

The objective is to assess the impact of AI and ML technologies on enterprise security 

postures in the context of cloud computing for both data storage and critical infrastructure. The 

aim is twofold: First, to evaluate the current state of enterprise cloud security. Second, to align 

the evaluation with the threat landscape and identify changes and emerging risks. The analysis 

builds on the threat assessment included in the Cloud Threat Landscape Report 2023 by 

Crowdstrike The enterprise risk and security landscape continues to evolve. Incidents are 

becoming more severe, sophisticated, targeted, and integrated, and operating in cloud-native, 

multi-cloud, and hybrid-deployed environments. Cybercriminals are engaged in business and 

share information about successful attacks to scale operations. Todays cybercriminals have more 

risk and are pushing the boundaries of crime to generate more impact on their targets. APPTs 

have formed as a group effort to succeed in more complex IOCs and TTPs. 
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The hypotheses support this assessment: AI and ML implementations are reducing 

enterprise detection time for TTPs addressed by the detection solutions, yet they remain a small 

percentage of the overall enterprise security footprint. They do not currently address the total 

enterprise risk landscape, nor do they account for other areas and advanced technical controls but 

support detection in those areas. Such risk changes provide guidance on where enterprise 

defenses should focus next, dictating investments in and the topology for supporting AI/ML in 

the enterprise risk and security posture. 

Equation 2) Data governance / provenance equation derived from the architecture 

The repeatedly stresses that AI model quality depends on data trustworthiness, lineage, integrity, 

validation, and provenance. 

A direct formalization is a weighted quality score: 

𝐷𝑄 = 𝑤1𝑇 + 𝑤2𝐿 + 𝑤3𝐼 + 𝑤4𝑉 + 𝑤5𝐺 

where: 

 𝑇 = trustworthiness 

 𝐿 = lineage traceability 

 𝐼 = integrity 

 𝑉 = validation quality 

 𝐺 = governance compliance 

with: 

𝑤1 + 𝑤2 + 𝑤3 + 𝑤4 + 𝑤5 = 1 

Why this form? 

Because the treats provenance as a multi-factor requirement, not a single binary feature. 

If all components are normalized in [0,1], then: 

0 ≤ 𝐷𝑄 ≤ 1 
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1.1 Geometric version for stricter governance 

If one weak factor should sharply penalize the score, use geometric aggregation: 

𝐷𝑄𝑔 = 𝑇𝑤1𝐿𝑤2𝐼𝑤3𝑉𝑤4𝐺𝑤5 

4.1. Purpose and Goals of the Research Study 

The objective of this research study is to provide a comprehensive collection of AI-

enabled cloud security frameworks that would address the most severe cloud-focused security 

threats presently affecting enterprises. This effort is bolstered by an analysis that examines 

architectural selection principles and current limitations. Threat actors continuously evolve their 

techniques, tactics, and procedures, resulting in the emergence of new threats and shifting cloud 

security requirements. The following four research questions provide the guiding calculations 

and objectives. The first question investigates the specific AI-enabled cloud security frameworks 

implemented by major enterprises. The second addresses the role that advanced persistent threat 

actors play when exploiting cloud environments for sustained cyber-espionage operations. The 

third question examines the vulnerabilities associated with supply chain and configuration issues 

in the cloud. Finally, the fourth evaluates the efficacy of a detection framework by recording 

false-positive rates and measuring the time taken to detect actual malicious activity. 

This research makes a valuable contribution to information security monitoring in general 

and cloud security monitoring in particular. A consolidated summary of significant AI-enabled 

cloud security frameworks, a threat-landscape analysis focusing on advanced persistent threats, 

supply-chain vulnerabilities, potential sticking points in cloud-native deployments, and 

detection-performance-benchmarking data for a leading detection framework are now available. 

An architectural review highlighting these areas enables security practitioners to make better-

informed and more-conscious decisions. Threat actors are invariably setting the pace for risk and 

damage, and organisations globally are at the hopeless end of a catch-up game. 

5. Research Summary 

Data policies and governance structures remain largely undeveloped, and a pessimistic 

attitude toward data-sharing initiatives endures, especially as data volume and sensitivity 

increase. Advanced persistent threat actors have adapted their tactics, techniques, and procedures 

to take advantage of cloud technologies and platforms but have yet to be systematically profiled 

in publicly available resources. Supply chain and configuration risks will remain a major source 
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of attacker opportunity, as dependencies grow deeper, B-grade libraries are used at scale, and 

organisations struggle to understand the scope of risk represented by complex and fragile 

infrastructure-as-code deployments. The tension between business need, security operation 

capability, and regulatory obligation will push noise-reduction progress to the fore. As 

businesses continue shifting to a cloud-first mentality, extensive resources will be deployed to 

tap into the underlying technology's responsiveness and scale. 

Recommendation for large-scale deployments of native cloud workloads and use of 

hybrid infrastructures has been driven by research compiled from interviews with major 

enterprises, implementation partners, and platform vendors. Key focus areas—training, platform 

service governance, and advanced telemetry integration—have been identified as vital to 

maintaining visibility and risk management within hybrid and multicloud environments. 

Increasingly mature platforms offer enhanced risk-service, data-privacy, and regulation-

alignment features, and successful implementation requires targeted resourcing across these 

categories. Requirements and best practices for accurately monitoring an insecure-by-design 

platform-as-a-service offering are poorly understood, and the processes necessary to maintain 

these capabilities remain largely undocumented within security-operations centres. 

5.1. Comprehensive Analysis of AI-Driven Cloud Security Architectures 

The evolving cloud landscape introduces myriad complexities for security. While many security 

domains have made significant advances owing to AI, the research community still confronts the 

challenge of stitching together cross-layer telemetry signals from multiple sources in a single 

unified solution. Current solutions have started to take advantage of these cross-layer signals, 

however, they appear limited in terms of detection efficacy or time-to-threat metrics. The risk of 

undetected advanced persistent threats in cloud environments is rising rapidly as APT actors 

formulate additional attack tactics, techniques, and procedures specific for cloud environments. 
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These disrupting TTPs demand special focus on detection. 

 

Fig 2: Bridging the Telemetry Gap: AI-Driven Cross-Layer Synthesis for Mitigating 

Cloud-Native APTs and Supply Chain Vulnerabilities 

The soaring popularity of low/no-code development frameworks, combined with ever-

increasing pressures to optimize costs, is driving a swift move toward cloud-native application 

development. Such development offers better velocity and cost efficiency, however, introduces 

its own set of risks—from poor supply chain practices to inherent misconfigurations. As 

organizations take advantage of multiple clouds, the associated talent gap has led security to 

become an afterthought within numerous cloud-native applications. Nonetheless, the providers 

are starting to provide native security features—aided by machine learning and artificial 
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intelligence—to bolster these environments, with some leading organizations testing the waters 

to prove out these security controls. 

6. Architectural Review of AI-Enabled Cloud Security Frameworks 

1. Data governance and provenance 

Assessment of data sourcing, trust, lineage, and integrity across cloud contexts. 

Operationalization of European Union’s General Data Protection Regulation (GDPR) and 

associated privacy regulations is nearing execution, positioning enterprise governance as a top 

priority for both consumers and regulators. Customer-scale and generalized AI-enhanced 

applications depend heavily on data ingestion, regulation compliance, sufficient analytical 

performance, and user expectations. Organizations have either dedicated strategies or 

summonsed board attention in these areas, seeking best practice and appetite-dependent trade-

offs and presenting risk and reward profiles associated with bias, quality, confidence, label 

sources, regulation compliance, and operational overhead. Microsoft’s chief compliance officer 

(CCO) highlighted in August 2022 that AI-enhanced services would undergo Burden of Care 

assessments for highly sensitive applications, as informed by the potential associated 

consequences. Product reviews raised concerns regarding the implications for chatbots and 

automated solutions, in citation, warranty, consent, impersonation, public jiggle, and 

manipulation domains. 

Cloud application framework builders are visibly maturing operational accountability and 

presenting a more perfect answer set concerning data oversight and provenance aspects of public 

clouds than common-ground clouds. Nevertheless, organizations source a complex web of open-

source components, AI-enhanced capabilities, and composite-as-a-service architectures, with no 

common oversight and the internecine protection whispers. Platform-ai-enhanced services 

remain favoured in a risk-versus-reward evaluation by the cloud, although cloud-supplied 

service-specific spear-phishing bows saw cloud hyperscalers’ exposures exploited by human-

operated threats and insider actors. 

2. Observability and telemetry fusion 

Description of integration of signals, telemetry streams, and cross-layer visibility. 
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Wide visibility across application stacks, from end-user experience to infrastructure 

health, is an elemental compressive foundation now foundational to remediation efforts. 

Enterprises affect vendors’ success or demise, necessitating initial perspectives. Cross-signal 

stream extraction of any observability platform from wholly public domain consumable or 

composite libraries orchestrating closet-white-label codebases plays a similar role in remediation 

efforts, replacing the rescan execution of the half-life threat surface in detection and response. 

Fortune 100 and non-financial Global 50 enterprises display publicly exposed components in 

exposures, echoing attacks on mobile platform enterprises exploiting high-visibility consumer 

applications as the attack surface relocates to external-facing assets. Integration of Hypertext 

Transfer Protocol Secure (HTTPS) Web Application Federation with Transport Layer Security 

(TLS) replaces the concept of redirection between different web applications owned by different 

parties, without the overhead of encrypted data tokenisation, while RiskIP consolidates scanning 

of the installation air gap. 

6.1. Data governance and provenance 

The Governance, Risk, and Compliance (GRC) domain has generated a plethora of 

requirements and best practice frameworks addressing various verticals, industries, and 

regulatory mandates. However, when it comes to AIOps platforms, particularly those vitally 

important for an organization's security posture, many enterprises prioritize the deployment of 

such systems without sufficient consideration of adequate GRC-oriented data governance 

foundations. As a result, these AIOps platforms often serve as a collection of point solutions 

driven primarily by their respective vendors' proprietary data sources. Consequently, issues 

related to data sourcing, trustworthiness, lineage, and integrity within the GRC domain remain 

poorly understood, with little consideration for how such concerns might utilize AIOps 

frameworks in public, private, and hybrid cloud deployments. 

Taking into account the observed reputation and credibility of the data sources, an 

information-centric perspective to security and risk analysis indicates the lack of proper data 

governance principles in many AIOps deployments. As data provenance principles are 

increasingly becoming an essential requirement for regulatory compliance, it comes as no 

surprise that the lack of AIOps data governance is giving rise to major concerns, particularly for 

those use cases that utilize patently untrusted data sources, such as in the context of enterprise 

threat intelligence vendors and their users. 

6.2. Observability and telemetry fusion 
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The integration of novel observability signals and telemetry sources achieved such 

richness that orthogonal streams from networks, applications, and cloud infrastructure could sew 

together a sensible view of activities surviving deeper inspection. However, advanced telemetry 

datasets still required considerable effort for coherent fusion. Several directions were pursued for 

better orchestrated primary collections, enhanced cross-layer visibility, and seamless enrichment 

via signature or analytics-based correlation. Mechanisms available to integrate dependency-

based models supported visibility over the orchestration layer and service mesh underpinnings, 

with important implications both for attack detection and remediation ventures. Meanwhile, 

traffic-stream and application-layer protocols remained largely decoupled, in spite of the 

enrichment power that complete traffic visibility might bring and the evolving trends towards 

codeless or artificial path creation. 

Telemetry steering still depended on a sacrificed-third-party vision, with important 

opportunities left on the table for skipping such external constraints and probing the internal 

organization of application-layer flows. Their increased prevalence over custom encoding and 

the control they impose on their own infrastructure were argued to warrant an augmented focus 

on managing their detection-capture elements without violation—adverse conditions being dealt 

with through managed care and trapping models. Signal overload remained a practical concern. 

Anti-abuse mechanisms controlled spurious signalling to alert and lift suspicious assets during 

their passage to the light of reasons, but the ephemeral nature of some miscreants called for 

stronger containment than mundane alerts. Models and practices borrowed from false-positive 

mitigation in malware and APT detection surfaced as areas rewarding further consolidation, with 

external telemetry possibly assisting internal warning management under preservation of the 

monitoring functions’ avoided-third-party character when desired. 

Equation 3) Core detection equations derived step by step 

The explicitly emphasizes detection efficacy, false positive management, and time-to-threat 

as the main evaluation dimensions. 

3.1 Total-event decomposition 

Every observed event is either malicious or benign: 

𝑁 = 𝑀 + 𝐵 

Every malicious event is either detected or missed: 
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𝑀 = 𝑇𝑃 + 𝐹𝑁 

Every benign event is either correctly ignored or wrongly alerted: 

𝐵 = 𝑇𝑁 + 𝐹𝑃 

Therefore the total observed events can also be written as: 

𝑁 = 𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 

3.2 Detection efficacy 

The “detection efficacy” as a central metric. In threat detection literature, that corresponds to the 

fraction of actual malicious events that are correctly detected. So: 

Detection Efficacy =
Detected malicious events

All malicious events
 

Substitute symbols: 

𝑅 =
𝑇𝑃

𝑀
 

Since 𝑀 = 𝑇𝑃 + 𝐹𝑁, 

𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

This is also called Recall or True Positive Rate. 

Step-by-step derivation 

1. Start with all malicious events: 𝑀 

2. Split them into detected and missed: 𝑀 = 𝑇𝑃 + 𝐹𝑁 

3. Detection efficacy is the detected part over the whole malicious set: 

𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
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7. Threat Landscape for 2023 and Beyond 

Advanced persistent threats in cloud environments 

Attackers continue to develop and enhance sophisticated capabilities for targeting cloud 

environments, and APT tags are now being applied to campaigns in these contexts. Despite the 

provisioning of security controls and the presence of additional telemetry, many organizations 

remain reliant on detecting and thwarting threats post-compromise. Microsoft describes the use 

of deep identity management, continuous and behavioral audit logging, and health monitoring in 

relation to the company’s defense posture against APTs. 

Supply chain and configuration risks 

The cloud supply chain exposes enterprises to a multitude of external risks that can affect 

the stability and security of existing services. The speed of development in this market means 

some relationships can easily become unhealthy and introduce risk into an organization without 

the organization being aware. Common misconfigurations and errors made by organizations 

when deploying their applications remain a primary entry vector for attackers and provide 

opportunities for resource abuse or information theft. Configuring and managing dependencies 

warrants additional attention, as these dependencies might also introduce risk into an 

organization. 

7.1. Advanced persistent threats in cloud environments 

Advanced persistent threat (APT) groups are motivated and technically skilled actors 

who execute resource-intensive, focused and stealthy attacks for political or economic purposes. 

The development of cloud environments offers these actors a new platform, with resources that 

can be exploited for coordinating assaults on third-party organizations or providing the safety of 

obfuscation and endurance. Research and recording on such activity remains scarce, even as it 

evolves. While APTs have predominantly targeted specific organizations or national/ethnic 

groups, a shift toward crime is now being seen, with the aim of generating funding that would 

enable local geopolitical threats. The scope, scale, and development of these threats, their 

procedures, techniques, and patterns of behavior, are broadening, driven not only by innovation 

and the advent of new tools but also by the accessibility of these offerings in underground 

marketplaces. Consequently, it is essential that the security community take a closer look at this 

category of cyber criminals, particularly the main drivers of its crime, the underground economy. 
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Moreover, APTs are also increasingly utilizing novel exploit techniques that are 

sometimes not captured by existing detection mechanisms. While prior studies have principally 

focused on key issues such as the TTPs of APT groups, the set of skills and duration of 

exploitation not only remain difficult but also often involve multiple architectures across layers 

that encompass IoT devices. Such circumstances make APTs rarely seen, but when discovered, 

their capabilities and TTPs can be exceptionally toxic and alarming. In addition, the ever-

changing evolving TTPs of APT groups mean that the security community has to keep up to date 

with these actors, and complimentary information between different behavioral sources is 

indispensable for effective alerting. For this reason, the latest report from Group-IB has 

examined the evidence and skill, bringing together the ecosystem supporting these actors and the 

detection of cloud resource abuse. 

7.2. Supply chain and configuration risks 

The managed service model has emerged as a favourite for enterprise outsourcing, 

enabling cloud providers to build and maintain complex services while consumers rely on preset 

levels of maturity for basic security hygiene and compliance frameworks. However, widespread 

reliance on mismanagement of third-party service configurations combined with the existing risk 

of integrated attack surfaces has given rise to supply chain risks in the highly dynamic cloud 

ecosystem. New applications are never developed from scratch and almost always rely on a 

shared component/assembly for the application code (e.g. open-source libraries) and the 

provisioned platform (e.g. container images, IaC templates, etc.). The growing dependencies on 

commercial off-the-shelf software (COTS) for value delegations and bundling of solutions has 

caused independent software vendors (ISVs) to tweak the platform code instead of building on a 

modular approach, widening the security gap and increasing the TTP overlap between nation-

state APTs and cybercrime groups. Detection of vulnerabilities, bad practices, and 

misconfigurations is more critical than ever in the cloud world. Malicious actors have been 

observed scanning public repositories like Docker Hub regularly for vulnerable images before 

launching highly automated attacks against the exploited misconfiguration or dependency. 

Automated scanning of configuration and dependency manifests should be used in 

mission-critical cloud workloads. However, to reduce the number of false positives, it is essential 

to properly tune these scanners to suit the environment in question, as most tools offer a wide 

array of sensitive checks that can lead to an avalanche of daily alerts. Exploit systems, such as an 

evil repository space (called Simply-SNS-less) target a single vulnerability, managing to 

leverage its source across the enterprise universe at attack speed. Old news on Expo and Google 

Cloud illustrate how these incidents repeat themselves for any dependency from any corner of 
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the attack continuum that offers even the tiniest exploit. Exposed unchanged testing accounts, 

hard-coded secrets, and unexplained TLS issues should also trigger an alert. Detection of cloud 

storage leaks should occur in theft context (usually via minted credentials) and should hence look 

for anomalously high volumes of outgoing traffic through storage and sharing services. 

8. Case Studies of Enterprise Implementations 

The first case study centers on a large-scale deployment in a fully cloud-native 

environment for a leading global contractor, covering the design, security measures, and 

outcomes. Alert data from multiple security functions employed within the environment is 

captured for subsequent analysis using an advanced detection engine augmented with AI-based 

automated analytics and machine learning, providing an overall detection capability with low 

false positive rates and reduced mean time to contain detection. The second case study considers 

a hybrid cloud scenario for a national healthcare system using multi-cloud services. Threat 

modelling identified the configuration of application access controls and segmenting of the 

health system's digital properties as key risk areas in a recent penetration test. Controls deployed 

for detection, response, and specific threat safety are described, together with their use to 

mitigate a vulnerability identified at the time of the penetration test. 

As large-scale cloud-native environments become the norm, providing services at very 

low cost, the need for increased levels of detection and response system automation becomes 

paramount to ensure sufficient coverage at a reasonable TCO. …A recent analysis of an initial 

set of detections and alerts indicated potential for machine learning to automate considerable 

parts of the intelligence cycle, leading to a deployment model split into multiple centres of 

gravity with federated learning shared across clouds. 

8.1. Large-scale cloud-native deployments 

AI-Compose a formal, evidence-based, and objective scholarly narrative that adheres to an 

academic tone and structured presentation, emphasizing clarity and rigorous argumentation. 

These capabilities enable deep integration of enterprise security monitoring and detection 

systems into the cloud provider’s architectures and services, yielding advanced threat detection 



 
 

21 | P a g e  
 

and response speed, consistency, and scaling effectiveness. 

 

Fig 3: Leveraging Cloud-Native AI for Resilient Enterprise Security: A Comparative 

Analysis of Integrated Threat Detection and Machine-Speed Response 

Public cloud infrastructure represents both a challenge for protecting enterprise data and 

systems and an opportunity to transform detection and response capabilities. The provider’s 
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multitenant environment supplies data from all layers of the infrastructure and responses from 

many enterprise customers to continually improve detection accuracies while minimizing false 

positives. These combined benefits can significantly shorten time-to-threats and consolidate 

detection workloads. The delivery of security monitoring and detection capabilities as services 

within the public cloud product offer enables enterprise customers to achieve those advantages 

without deploying additional security monitoring Infrastructure and personnel at enterprise scale. 

Three recent enterprise deployments of these capabilities exemplify the accelerated 

detection and response advantages possible in a pure cloud-native context. The cloud-delivered 

capabilities have proven effective for threat detection at production scale with efficacy on par 

with state-of-the-art dedicated enterprise solutions, including the capacity to disrupt true threats 

at machine speed. 

8.2. Hybrid and multi-cloud contexts 

Jointly supporting both internal enterprise needs and external customer demands requires 

a hybrid cloud strategy that leverages orchestration and automation for security and risk 

management across semitrusted regional and intercontinental partners. The security requirements 

to support such hybrid cloud strategies have led to high-profile collaborations on cloud security 

posture management and Cloud-Native Application Protection Platforms; however, despite the 

documented enterprise-scale cyber appliance implementations, most of the literature continues to 

focus on either cloud-native or cloud-agnostic designs. Private Cloud-as-a-Service solutions 

provide another design approach to meet specific regulatory needs and provide additional trust, 

albeit without the broad capability and geographic footprint of public offerings. These solutions 

allow enterprise-sensitive workloads to be hosted on a semitrusted HPC infrastructure while the 

remaining environment and dedicated SLA appliances can use the full-fledged enterprise public 

cloud. Such a segregation of workloads reduces the attack surface of Cloud Cyber Control and 

allows the tenants to encrypt data prior to the memory. Security, privacy, sovereignty, and 

regulatory compliance concerns can be further mitigated by keeping Critical Infrastructure 

Components on-premise and deploying Security & Management tools within the Critical 

Domain. 

Natural Language Processing plays an essential role in modern threat analytics in hybrid 

and multi-cloud deployments. Threat detection using Natural Language Processing examines a 

specialized linguistic description of threat information to improve coverage and reduce false 

positive messages. Generative AI can create synthetic traffic to build a strong dataset for 

anomaly detection. It has matured enough that organizations can leverage its power, for example, 
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in engineering tasks like reverse engineering a threat actor's objective. Natural Language 

Processing models can categorize the high-velocity alerts generated by devices in a hybrid cloud, 

while another model classifies the legacy malware family of the command and control Traffic 

Log. Further analysis showed required modifications to the architecture that would allow them to 

better address advanced persistent threats. 

9. Evaluation Metrics and Benchmarking 

Detection efficacy and time-to-threat 

A comprehensive methodology for evaluating detection performance in cloud security 

frameworks is presented. The detection metrics and benchmarks are based on established best 

practices in network security. Deceptive layers within the architecture allow adversarial 

intelligence and other techniques to inject threats, while an automated evaluation process 

captures detection events and threat classification to assess performance. Standard evaluation 

metrics such as detection-rate and time-to-threat, along with scenario-specific benchmarks for 

non-permanent threats, provide insights into detecting responsiveness and efficacy. 

Detection efficacy is of paramount importance in real-time environments like cloud 

Infrastructure. The abstractions that simplify provisioning and scaling also reduce detection 

response and mitigation time; thus, detection must encompass not just accuracy but also 

responsiveness. Baseline detection efficacy is evaluated against established best-practice datasets 

and metrics, along with technology-agnostic non-permanent baseline scenarios such as 

Distributed-Denial-of-Service (DDoS) attacks. These standard deviations are essential for 

scalable deployment-as-a-service within large cloud security frameworks. Secure Intelligence-as-

a-Service also addresses hybrid hosting, incorporating edge security by aligning effectiveness 

with edge-computing best practices. 
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9.1. Detection efficacy and time-to-threat 

An expanded set of detection-related metrics is needed for efficiency and time-to-threat 

that intersect directly with the operational readiness and more business-oriented risk 

management community. As organizations see the adequacy and timeliness of controls—or lack 

thereof—as fundamental to their overall threat exposure, inclusive of alert fatigue and false 

positives, embedding monitoring tools into the end-to-end threat management cycle is crucial. 

Evaluation thereby ties back to the earlier observation on ensuring re-/up-take changes across the 

detection-tuning and response cycle. 

Time-to-discovery provides critical insights into other aspects of security operations. As 

detection technologies have matured, such that probable threats are now prioritized and 

contextualized based on source/destination, TTT gives a quantitative view of response 

performance, helping track-wind back adjustments made to procedures, team composition, and 

re- and up-tuning of the detection technologies. TTT thus also recognizes the reality that hunting 

resources are being deployed differently, with the initial pressures on detection and the sheer 

volume of alerts potentially making a hunt-driven approach to the cloud impractical. 
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Equation 4) Time-to-threat equation, fully derived 

The repeatedly emphasizes time-to-threat / time-to-discovery as a key operational metric. 

For attack 𝑖, 

𝑇𝑇𝑇𝑖 = 𝑡𝑖
𝑑𝑒𝑡𝑒𝑐𝑡 − 𝑡𝑖

𝑠𝑡𝑎𝑟𝑡 

If there are 𝑘 detected attacks, the mean time-to-threat is: 

𝑇𝑇𝑇 =
1

𝑘
∑(𝑡𝑖

𝑑𝑒𝑡𝑒𝑐𝑡 − 𝑡𝑖
𝑠𝑡𝑎𝑟𝑡)

𝑘

𝑖=1

 

Split the sum: 

𝑇𝑇𝑇 =
1

𝑘
(∑𝑡𝑖

𝑑𝑒𝑡𝑒𝑐𝑡

𝑘

𝑖=1

−∑𝑡𝑖
𝑠𝑡𝑎𝑟𝑡

𝑘

𝑖=1

) 

So: 

𝑇𝑇𝑇 =
1

𝑘
∑𝑡𝑖

𝑑𝑒𝑡𝑒𝑐𝑡

𝑘

𝑖=1

−
1

𝑘
∑𝑡𝑖

𝑠𝑡𝑎𝑟𝑡

𝑘

𝑖=1

 

That means the average time-to-threat is simply: 

𝑇𝑇𝑇 = 𝑡𝑑𝑒𝑡𝑒𝑐𝑡 − 𝑡𝑠𝑡𝑎𝑟𝑡 

4.1 Relative improvement in time-to-threat 

If the compares an AI-enabled system with a conventional baseline, then the improvement ratio 

is: 

TTT Improvement =
𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 − 𝑇𝑇𝑇𝐴𝐼

𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒
 

Multiply by 100 for percentage: 
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% Improvement =
𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 − 𝑇𝑇𝑇𝐴𝐼

𝑇𝑇𝑇𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒
× 100 

Meaning 

 Positive value: AI-enabled system is faster 

 Zero: no gain 

 Negative: AI-enabled system is slower 

9.2. False positive management 

Reducing false positives in security alerts is crucial to mitigating alert fatigue, bolstering 

organizational confidence in detections, and enhancing the ability to detect genuine threats in 

real time. High rates of false positives have been shown to undermine organizations’ trust in 

alerts, leading defenders to ignore or downscope alerts. Solutions are typically tailored to the 

specific threat model posed by an organization. 

Categorization of alerts is commonly used to notify analysts about the relative confidence 

of detections, and provide logical groupings to help them respond effectively and efficiently. 

Alert categories commonly include: high-risk malicious alerts based on the identification of 

known malware during real-time detection; low-risk automated alerts returning benign 

detections, such as anomaly checks against well-defined obfuscation patterns; and warning alerts 

that do not easily fit high or low-risk categories, such as isolation flags declared by models 

where malicious behaviour was detected, but could not immediately be proved to be pure 

nonsense. 

The partitioning of alerts into logical groups for detection is equally crucial. High-traffic 

windows are a timeframe when an organization is expecting higher-than-usual network activity. 

Malware already in place—in the case of command and control alerts–is generally anticipated to 

communicate with its command and control server regularly. Alerts for previously collected data 

can also be ignored—these still warrant attention, albeit not expedition. 

10. Governance, Risk, and Compliance Considerations 
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Cloud computing is shaping a new model for data protection and privacy. Data privacy 

services offer mechanisms to minimize data pollution and enable users to define custom-made 

privacy policies. Nevertheless, deployment in general purpose clouds raises privacy and data 

sovereignty concerns. Data Privacy as a Service solutions can be integrated in cloud-based 

services providing mechanisms to address data protection, privacy and auditing requirements. 

SaaS solutions for data storage and processing are attractive for organizations willing to 

outsource data security to a cloud provider. Nevertheless, these services cannot cover data 

confidentiality and privacy requirements, especially in data-sensitive areas such as healthcare 

and banking. Privacy of data stored in the public cloud depends on the trustworthiness of the 

provider, its security control mechanisms and the involvement of third-party companies in the 

provision of multi-tenancy services, cloud storage management and extraction services. Services 

that enable the localization of data and enforce access only to individuals located in the same 

region can be used to mitigate the risk of data exposure in SAAS solutions for data processing 

and storage. 

10.1. Regulatory alignment and auditability 

Enterprise considerations for governance, risk management, and compliance largely 

mirror those for AI Trust — indeed, regulatory alignment is essentially a prerequisite for a 

secure, trustworthy, and audit-ready deployment whose technology is conceivably accessible to 

risk-averse actors. Specific aspects such as model risk and possible adoption by regulated 

citizens may also demand GRC scrutiny. Nevertheless, GRC highlights here focus 

predominantly on regulatory alignment and auditability. Mapping subsequent findings to 

regulatory frameworks such as GDPR, NIS, PCI-DSS, ISO27001, BOOT, and SOC2 — 

especially the mandated policies, controls, audit trails, and records required for attestation to 

compliance — greatly simplifies the scrutiny of control recommendations arising from the other 

five working groups. Moreover, GRC represents a foundational aspect of cloud adoption, 

particularly in FSI verticals. 

Regulatory alignment and auditability hinge on three aspects. The first involves 

fulfilment of a risk framework covering NIST Cybersecurity Framework categories that need 

auditing in a cloud-based information system. This requires evaluating whether alignment of the 

risk framework to a particular set of regulations takes place. The second concerns evidence of the 

security controls required to satisfy the chosen regulations, and third involves scrutiny of the 

audit control log for the completed risk mitigation process. GRC approaches in the bank security 

environment provide guidance, but these policies centre chiefly on endpoints, not cloud-based 
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cyber security efforts. Consistency of labelling schemes for signals and alerts remains crucial for 

any converged GRC data model: if the naming conventions differ, integrating the data for 

compliance verification becomes difficult. 

10.2. Data sovereignty and privacy controls 

In conclusion, the analysis indicated that dominant cloud security vendors provide 

functionality to detect a wide variety of attacks but that the capability to prevent such attacks 

from happening, that is the coverage, is usually less than 50 %. False-positive rates are often high 

and containment strategies underexplored. For some of these services, the user has limited means 

to minimize the false-positive rate, such as configuration or training data. Users deploying such 

capabilities will need to assess carefully their own tolerance to false positives and their costs, 

measuring the effectiveness as reducing time-to-threat in combination with the coverage. When 

available, the inclusion of a closed feedback loop will improve operational efficiency. 

In some specific contexts such as government agencies, cloud service providers and 

cloud customers in regulated industries, a panel of experts has a role similar to the one played by 

data subjects within privacy policies. These experts need to review a dedicated document of 

acceptable TTPs at designated moments. The document should be a subset of the CSIRT 

catalogue or country catalogue of acceptable TTPs. 

11. Challenges, Limitations, and Ethical Considerations 

Bias, explainability, and human-in-the-loop 

The availability of labeled data for AI model training can be severely limited for many 

cybersecurity conditions and datasets. Such limitations can result in bias that carries over into 

training and the generating of a model. Equally, all data cannot possibly be labelled for all 

situations, resulting in gaps in the dataset that require human intervention as part of training. 

Determining the risk of such bias within AI-enabled security systems is, therefore, an essential 

consideration when deploying these solutions. The explainability of AI logic is also paramount, 

not just in relation to bias, but also in ensuring that security teams can understand the hows and 

whys of detection alerts generated. By utilizing explainable AI logic for generating alerts it 

becomes easier for security teams to make an assessment on the threat relevance of the generated 

alert. 

Model risk and robustness under cloud dynamics 
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Model risk is a critical aspect of any AI-enabled security system that resides in cloud 

environments. Security datasets and situations are rarely static and containers provide an 

exceptionally fluid environment, where even the underlying sources of the dataset can change 

dynamically. This poses specific challenges for AI models deployed to secure these 

environments, including addressing the drift of the model over time, adapting to new threats and 

threat actors that may appear, and managing the end-to-end lifecycle of the model within the 

operational environment. 

11.1. Bias, explainability, and human-in-the-loop 

The data underpinning AI, ML, and DL models can introduce bias that skews the learning 

process and leads to outcomes that differ significantly from expectations. Over a decade of 

literature on fairness in machine learning has focused on measures of bias in data and proposed 

techniques for bias detection and mitigation. Data bias manifests in many ways: selection bias 

arises from training on nonrepresentative data, label bias occurs in incorrectly labeled samples, 

and leakage bias is the exposure of a model to certain predictors within the testing set. Other 

types, including suppression and measurement bias, concentrate on the extraction and 

representation of artifacts. HIBP databases are vulnerable to selection and label bias, and 

addressing these types is a direction for future research. 

The fundamental black-box nature of the AI decision-making process raises critical 

explainability and verifiability concerns about a system’s operation and results. AI practitioners 

commonly use model-agnostic techniques, such as SHAP, LIME, and anchors, to help explain 

and interpret predictive models and their outputs. A human-in-the-loop approach is required to 

monitor model predictions constantly, especially those that diverge from the normal pattern. 

Those predictions must pass verification and approval processes, and only after human 

intervention can the predictions be executed. 

Equation 5) Alert-burden equation implied by false-positive management 

The discussions alert overload and SOC burden. A direct operational measure is: 

𝐴 = 𝑇𝑃 + 𝐹𝑃 

where 𝐴 is total alerts. 

If the analyst spends average review time 𝜏 per alert, then analyst workload becomes: 
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𝑊 = 𝜏(𝑇𝑃 + 𝐹𝑃) 

Now separate useful work from wasted work: 

 Useful review work: 

𝑊𝑢𝑠𝑒𝑓𝑢𝑙 = 𝜏𝑇𝑃 

 Wasted review work due to false positives: 

𝑊𝑤𝑎𝑠𝑡𝑒𝑑 = 𝜏𝐹𝑃 

The wasted-work fraction is: 

𝑊𝑤𝑎𝑠𝑡𝑒𝑑

𝑊
=

𝜏𝐹𝑃

𝜏(𝑇𝑃 + 𝐹𝑃)
=

𝐹𝑃

𝑇𝑃 + 𝐹𝑃
 

So the share of analyst effort wasted on false alerts is: 

𝐹𝑃

𝑇𝑃 + 𝐹𝑃
 

11.2. model risk and robustness under cloud dynamics 

Bias mitigation, explainability, and human oversight are essential to ensure AI-enabled 

solutions produce equitable, transparent, and justifiable outcomes. Factors contributing to bias 

include the representativeness of training and evaluation data, the appropriateness of the chosen 

algorithms and frameworks, the interpretability of detection and response decisions, and the 

accessibility of the systems’ configurations and tuning parameters. Regardless of their 

complexity, individual risk functions should encompass an explicit statement of intent that 

describes the observable behaviours to be performed in specific circumstances, along with the 

associated performance thresholds. Deployment platforms must support multidimensional 

visualisation of model-inferred risk or defence readiness levels to enable scenario-based 

validation. User evaluation represents an important mechanism for addressing bias and ensuring 

social responsibility: Over and above quantitative evaluation metrics and benchmarks, a 

feedback mechanism should enable human-in-the-loop input at multiple stages of model 

development and operational deployment. 
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Model risk reflects a risk that the AI-enabled solution may not operate as expected. 

Sources of model risk include a lack of malicious behaviour that exhibits the expected indicators, 

a malicious behaviour pattern that is far-removed from the pattern used for training, and 

performance deterioration due to changes in the data distribution—phenomena collectively 

termed drift. In a complex cloud environment, model drift necessitates frequents changes to the 

underlying ML models, driven either liberally or specifically, and frequents changes to the 

thresholds of the risk functions. Model drift will further occur from the introduction or removal 

of workload components that have different runtime characteristics and qualitatively different 

risk footprints. Model risk should, therefore, be subject to a dedicated lifecycle management 

procedure for each model and, hence, each AI-enabled capability as a whole. 

12. Future Directions and Research Agendas 

Next-generation data fabrics capable of hyperlinking, user-oriented, and responsive access to 

disparate datasets can generate novel insights for security analytics. Deployments of security 

sensors should consider federated intelligence to enable collaborative detection and extended 

telemetry and signature quality across a consortium of entities. Enabled by data syntactic and 

semantic similarities, a federation designed to safeguard privacy can facilitate low-cost 

knowledge extraction among even data-conserving systems. This can enhance the detection of all 

collaborating members while at the same time supporting decentralized participation across 

multiple business domains. Beyond capturing known problem scenarios, such cross-domain 

collaboration can also enhance the precision and coverage of security-monitoring systems. The 

combination with zero-knowledge architecture of the models employed for local intelligence 

synthesis can promote privacy preservation, enabling information sharing even across business 
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domains that are typically subject to fierce competition. 

 

Fig 4: Collaborative Intelligence Drivers 

Cloud-native systems can also make do with the deployment of multi-product stacks. By 

leveraging the multi-tenancy principle, multi-product solutions can capitalize on domain 

similarities to enable low-cost security solutions while resilient to problems of lack of data. In 

these cases, federated or one-to-many intelligence are suitable models; privacy-conserving 

designs further complement the cost-driven motivations. Solutions addressing advanced 

configurations of the APT problem can utilize data across business domains; the resulting model 

is characterizing not only the user vulnerabilities but also the adversaries' skills and tack-tics 

along a specific area of the infrastructure. 

12.1. Next-generation data fabrics for security analytics 
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In recent years, the ability to effectively detect sophisticated attacks both in cloud-native 

and hybrid/multi-cloud environments has improved due to dedicated AI-enabled solutions 

deployed by enterprises. However, the effectiveness of these solutions comes at the cost of an 

increase in false positive alerts that consume security-reoperations overhead across security 

operations centre teams and prevent rapid discovery of real security breaches. A proposed 

remediation plan would encompass the establishment of data fabrics that collect, expose, and 

manage security signals in real time. Such data fabrics would integrate across cloud domains and 

multisource signals, thus improving the fidelity of detection and alerting pipelines. These 

pipelines would be dedicated to production environments and tuned for low false positive rates at 

the expense of detection accuracy and speed. 

Two paths lead to the creation of next-generation data fabrics for security analytics. The 

first path involves a largescale Datadog deployment within a cloud-native environment, 

primarily focused on observability and security signal integration across domains, with a 

secondary goal of unifying collection of multiple other signals fed into Azure Sentinel. The 

second path explores a hybrid-cloud environment that relies on deployment of various third-party 

SAST/DAST solutions and Azure security recommendations to generate alerts for the Azure 

DevOps pipeline with audience impact. 

12.2. Federated and hybrid intelligence 

Federated and hybrid intelligence involve harnessing synergies and complementary 

capabilities across multiple organizations and intelligence sources. Advanced persistent threat 

actors increasingly target multiple organizations and share tradecraft and exploit tooling, leading 

to intensified risk-adjacent neighborhoods. Close partnerships between enterprises in the same 

industry segment can help develop contextualized detection mechanisms through shared 

telemetry evidence under federated learning. Beyond such trusted partnerships, more widely 

deployed AI-enabled systems in the public cloud can assist other customers without exposing 

local data. These collaborations can improve detection performance, speed of response, and 

resilience against model evasion. 

AI-enabled systems offered by public cloud providers can also improve other cloud-

native applications without sharing sensitive data beyond their tenants. Inference in these multi-

tenant systems typically leverages alert and signal data generated by other workloads that 

process similar telemetry signals. Risk patterns within seed data are identified, and common 

signatures are distilled without disclosing per-tenant data. Furthermore, future implementations 

may extend these public cloud capabilities into private cloud by employing multi-cloud and 
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hybrid infrastructures. Workload scheduling and orchestrating within hybrid cloud enablement 

reduce inherent risk exposure. 

13. Results 

Synthesis of the preceding analyses yields five key observations aligned with the 

accompanying architectural review and proposed data governance framework. First, while 

confidence in model detection capability is high, malicious activity modelling (and their 

associated detection routines) shows that timing parameters have not received adequate 

evaluation and testing. Subsequently, detection efficacy and time-to-threat metrics have been 

proposed as a collective framework to gauge management of both detection performance and 

speed of response. These measures should be continuously evaluated against the range of threat 

actor TTPs present, as well as influencing risk factors such as mismanagement of cloud SMTP 

services. Other indicators for long-range monitoring have also been introduced, including ye (y ≤ 

4 months) permutation of domain names and usage of IPv6 geolocated in China, or IPv4 located 

in the region as discovered with Hugo-base  Jack Cuatro. 

Second, the observed risk profiles from the large-scale deployments have also been 

validated by literature review, with advanced persistent threats acting on, and within, cloud 

environments becoming commonplace. Accordingly, emphasis has been placed on the TTPs, 

capabilities, and evolution of threat networks when operating within their infrastructure layer. 

The monitoring of cloud resource dependencies, the quality of external data sources pliable to 

mapping potential command and control points, and consideration for roles and access 

management have been highlighted as key risk areas. Third, the consolidation of AI systems into 

multi- and hybrid-cloud deployments requires novel detection and prevention forms that leverage 

all AI operation aspects while also considering shaping factors such as third-party services. 

Recent reviews indicate that the application of transfer learning techniques could better manage 

the range of permutations present with both third-party MLaaS and IaaS services, thus mitigating 

adverse transfer effects when monitoring signals sourced from different suppliers. 

14. Conclusion 

AI-driven cloud-native threat intelligence remains an emerging research area. Several 

implementations can be found online, ranging from academic labs to Large Language Model-

enabled operations. Some open-source capabilities exhibit cloud-centric remote control 

functionality. Evaluation studies highlight that Azure Analyst and cloud-native Deploy-Defend-
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Detect tools demonstrate better integration and detection efficacy for cloud-native services than 

SIEM products. 

Threat actors have adapted their techniques to utilise cloud service providers as malicious 

infrastructure. The threats are expected to evolve beyond cloud misconfigurations and exploit the 

rapid developments in cloud technologies. To address the evolving APT threats in the cloud 

environment, organisations must align their governance, risk, and compliance posture and deploy 

defence tools that offer an integrated solution. From a regulatory point of view, organisations 

must ensure that risk areas such as data sovereignty, data residency, usage of AI models, and 

ensuring that model risk is properly addressed are at the top priority list. 
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