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Abstract 

A Unified Operational Assurance Model is evolving to address the complexities of large-scale digital infrastructure consisting of 

networks, systems, platforms, and services deployed on multi-cloud environments across hybrid control and operational domains. 

It encompasses service observability, resilience, security, and risk management for highly confidential or classified services 

requiring service-level agreement assurances of zero business impact due to acute operational failures and adversarial incidents. 

The business objectives include reduced management effort and cost; appropriate use of advanced technology for operational 

resiliency; threat detection and attack-hardened technology; progressive teleporting of threat vulnerability; reliable contingency 

operation at a fraction of the normal cost; support for secure operation from untrusted locations or during insider threat; and timely 

disaster recovery to a backup site. The stakeholder community consists of business strategy decision-makers, business operational 

failure risk owners, and operational experts in resilience engineering, security, and risk management. 

Keywords: Accounting: automation; change; completion; consistency; consumption; control; correction; OSINT; OSIR; OSWM; 

performance; requirement; response; SRE; staging; strategy; tolerance; validation; verification; availability; RTO; RPO; 

remediation; correctness; safety; conformity; localization.  

 

1. Introduction 

Large-scale digital infrastructures that collect, process, store, and disseminate information rely on a multitude of software and 

hardware components to deliver highly available and secure services. The major stakeholders involved define a wide range of 

strategic objectives that need to be fulfilled in a coordinated way in order to maintain an operation model best suited for achieving 

their goals. These objectives relate to the financial performance of the service, as expressed in terms of profitability, customer 

satisfaction, reputation, brand value; the operational performance of the service, judged in terms of uptime, latency, data integrity, 

throughput etc.; the exploitation of these operational capabilities for the generation of revenue, expressed in terms of key 

performance indicators; and non-functional target levels connected to the security, legal compliance, risk management, and 

sustainability aspects of the digital infrastructure, including for example the achievement of an environmental certification. 

To meet the different aspects and goals involved in these strategic objectives in a coordinated way requires a Unified Operat ional 

Assurance Model, grounded on the different architectural layers of the digital infrastructure and incorporating the three high-level 

domains of resource management, security and risk management, and resilience engineering as part of one integrated operational 

assurance activity. The constructive details supporting this comprehensive assurance model must be identified and aligned to 

achieve targeted levels of operational performance under an acceptable and justified risk exposure. 

Table 1. Core Operational Assurance Layers and Functions 
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Architectural Layer Primary Focus Key Assurance Functions Typical Metrics 

Physical/Civil 

Infrastructure Layer 

Data centers, power, 

cooling, hardware facilities 

Environmental monitoring, redundancy 

validation, disaster recovery readiness 

Power uptime, cooling 

efficiency, facility availability  

Network & Transport 

Layer 

Connectivity, routing, 

transmission systems 

Traffic monitoring, anomaly detection, 

failover assurance 

Latency, packet loss, throughput, 

jitter 

Application & Service 

Layer 

Service delivery and 

application continuity  

SLA validation, observability, service 

resilience 

MTTR, MTTD, response time, 

service uptime 

Security & 

Compliance Layer 

Identity, access, and 

regulatory enforcement 

Zero Trust monitoring, auditing, 

compliance validation 

Authentication failures, policy 

violations, audit success rate 

Risk Management 

Layer 

Operational and business 

risk control 

Threat assessment, risk scoring, 

contingency planning 

Risk exposure index, recovery 

effectiveness 

1.1. Strategic Objectives and Stakeholders 

Operational assurance monitoring unifies the key functions of monitoring an infrastructure with respect to security, compliance, 

controllability, and resilience. The unified model closely integrates the observability of the responsive status of the operations of 

the infrastructure with risk management processes that use these observabilities as risk indicators within a business context that is 

appropriate for the service. Assurance is management of the operational risk of the service. 

A security monitoring function, which plays a major role in Unified Operational Assurance, is very often referred to by different 

terms such as security auditing or security compliance monitoring. The term “monitoring” is used here to unify the terminology. 

Security monitoring has two completely distinct purposes—detecting and responding to unauthorized events and providing 

assurance that security controls are in place and operational. Providing assurance of operational integrity is absolutely essential for 

building confidence in a system. The zero trust posture of Unified Operational Assurance moves the focus for assurance away from 

waiting for it to be proven by common or expected activity to assume it will be violated at any time and require automatic repair 

as quickly as possible. 
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2. Conceptual Foundations of Operational Assurance 

Operational Assurance is a strategy-oriented and technically driven approach to provide confidence that a digital operation will 

deliver the endorsed quality of service. Part of the objective is to define the assurance requirements, in terms of attributes and 

metrics, of each dependent layer, whether monitoring, monitoring measurement, or service-level assurance. 

Two relevant formal definitions are that Operational Assurance is the confidence, derived from Monitoring and Management 

activities, that all the quality requirements of Operational services and Service Level Objectives will be met — derived from the 

definition provided by the Camus Change Management group — and the confidence that observability requirements will be met, 

comprising accreditation, SIEM and Extended Detection & Response solutions, telemetry coverage analysis, and observability 

testing, derived from the definition by Operational Assurance itself. Each layer defines a number of attributes of its services that 

are critical for external services at a higher level of the design model. 

Operational Assurance provides confidence that operational services will meet their quality requirements, Service Level Objectives, 

and observability expectations. It is derived from ongoing Monitoring and Management activities, as defined by the Camus Change 

Management group, and is further supported by Operational Assurance practices such as accreditation, SIEM and Extended 

Detection & Response solutions, telemetry coverage analysis, and observability testing. In this context, each layer of the design 
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model defines service attributes that are critical to the external services above it, ensuring that higher-level services can depend on 

measurable, verified, and continuously monitored operational capabilities. 

Table 2. Unified Monitoring and Telemetry Components 

Monitoring Component Function Data Source Operational Benefit 

Telemetry Collection Engine Captures operational signals Sensors, logs, APIs Real-time visibility 

Situational Awareness Module Correlates abnormal events Aggregated telemetry Faster incident detection 

Predictive Analytics Engine Forecasts operational failures Historical operational data Preventive maintenance 

Unified Diagnostics System Root-cause analysis Cross-layer metrics Reduced downtime 

Automated Response Controller Executes remediation actions Event triggers and policies Improved resilience 

2.1. Definitions and Scope 

Operational Assurance comprises both formal and informal processes that provide confidence regarding the continued reliable, 

accurate, and secure operation of large-scale Digital Infrastructure, both in its base/normal state and when under/after adverse 

conditions. Assurance encompasses: 

- Technologies, tools, and functionalities that enable the monitoring and measurement of operational conditions.   

- Formal and informal organizational structures and processes for collecting, aggregating, analyzing, and responding to data, 

information, and knowledge derived from monitoring and measuring operational conditions.   

- Ongoing assessment of whether the telemetry is effective in achieving its objectives.   

- Appropriate internal and external auditing to verify compliance with policies, regulations, and contractual agreements.   

- The risk management processes needed to ensure that authorized people have appropriate access to the entire system in order to 

support non-repudiation and minimize the potential for fraud. 

Unified Operational Assurance addresses all stakeholders—business and technical, external and internal—across four overlapping 

and often-dependent aspects: observability, resilience, security and compliance, and risk—factors that also govern the required 

degree of no-fault operational assurance. 

The concern of both monitoring and protection systems is that the service continues without interruption while optimal service 

routing is executed in parallel. This common-interest principle guides the way these systems are implemented and evolved. 

Protection systems generally assume an RTO closely aligned with that of the media activation. However, a closed-loop, autonomous 

solution should also be achievable for larger splittable failures with longer activation times, while the current focus on combined 

monitoring/protection continues. Every dependency, inside and outside the environment for which operational assurance is being 
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designed, should be defined in detail, along with individual device configuration parameters, telemetry configuration, known 

normal baselines, and any potentially abnormal situations possibly related to normal device behavior. Any environment is 

constantly generating tremendous volumes of raw telemetry data, making it impractical to keep or analyze all these logs. Inst ead, 

the most appropriate parts, such as relevant key performance indicators and other metrics from related devices and services, need 

to be stored and continuously processed in a hierarchy of situational awareness levels, typically ranging from 0 (complete normal 

function) to 5 (complete failure). 

 

 

 

Unified Operational Assurance Architecture 

3. Architectural Layers of Large-Scale Digital Infrastructure 
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An understanding of the principal physical layer of large-scale digital infrastructure should commence with data center facilities. 

It is important to arrive at a clear appreciation of the similarities and differences among systems within these facilities, such as 

servers, storage devices, and network communication equipment, as well as the relationship of the entire infrastructure with all 

operational assurance instruments. Each data center represents a relatively small portion of the total physical layer of large-scale 

digital infrastructure, but the sheer number of data centers globally makes this part of the environment engage in an almost 

continuous failure state. Telemetry does indeed indicate that failures occur in these locations daily, with a recovery time requirement  

often ranging from minutes to hours. Such failures cause a larger failure in data center storage systems and networks, typically of 

a greater order of magnitude than those experienced at individual data centers. 

Similar to data centers, transport systems are also usually organized in groups or mesh topologies. The local notifications and 

telemetry provided by individual units, such as routers and transmission equipment, are often insufficient for coverage and t imely 

detection of a failure in the transport system. More complex topologies are typically used to monitor transport networks, such as 

measurements on both the external and internal sides of switches and routers, and aggregate measurements between regions of t he 

network. 

 

Table 3. Resilience Engineering and Recovery Strategy Matrix 

Infrastructure Type RTO Requirement RPO Requirement Recovery Strategy Redundancy Approach 

Mission-Critical Services Near Zero Near Zero Active-active failover Multi-region duplication 

Enterprise Applications Minutes Minutes Automated recovery Load-balanced clusters 

Cloud-native Platforms Low Moderate Container orchestration recovery Distributed replication 

Backup Archival Systems Hours Hours Scheduled restoration Cold standby systems 

Hybrid Infrastructure Variable Variable Cross-site disaster recovery Hybrid redundancy 

3.1. Physical Layer and Data Center Considerations 

A significant portion of large-scale IT infrastructure is located in energy-intensive data center environments. Fault tolerance and 

disaster recovery configurations rely on well-established natural principles of Risk Management. Various factors are critical for 

effective and economical operation of the infrastructure: Location and placement of telecommunications facilities. Suitable sources 

of energy. Physical and environmental conditions during wide-scale weather events. Maintenance of Zero Trust posture. 

Fundamental measures exist for maintaining the infrastructure resilience and vulnerability at a level acceptable to stakeholders. 

The classic methodology leading to an efficient fault-preserving environment is based on the principle of Redundancy. A general 

procedure for application of the measure acceptable to the stakeholders includes several steps. 

Classification of services and systems of the Business Processes according their Recovery Time Objective (RTO) and Recovery 

Point Objective (RPO). For each class, identification of solution for proven operation with the defined RTO/RPO. Redundant 
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system configuration – application of Duplication, Election, East-West and Load Balancing principles. Application of additional 

measures for systems with RTO=0. Business Process Continuity Plans. Observation of predictive information concerning 

possibility of natural disasters affecting the geographical area of the Data Centers. Establishment of relationships with third parties 

for organized migration of Business Operations to another area. 

 

Monitoring and Situational Awareness Framework 
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4. Unified Monitoring, Measurement, and Metrics 

Monitoring, measurement, and metrics are foundational to every hierarchical assurance layer, enabling an organization to 

comprehensively observe a digital environment at all times. Unified operational assurance design needs to accommodate 

foundational monitoring and measurement, which run at a higher frequency and in more detail than any assurance processes. This 

telemetry allows the detection and isolation of abnormal situations and potential incidents, ideally before users are impacted. Once 

any abnormal situations and potential incidents are detected or isolated, more comprehensive telemetry can be triggered to confirm 

identified issues. This observability principle relies on having a detailed understanding of normal behavior and potentially abnormal 

situations. The telemetry also captures the key metrics to confirm any detection or assist in diagnosis efforts. Being able t o quickly 

and accurately cross-reference residual metrics is a key enabler for quick mean time to detection (MTTD) and mean time to recovery 

(MTTR). 

Table 4. Security and Compliance Assurance Framework 

Security Domain Assurance Objective Mechanism Used Compliance Standards 

Identity Management Controlled access Multi-factor authentication ISO 27001 

Access Governance Least-privilege enforcement Role-based access control GDPR 

Threat Detection Early breach identification SIEM/XDR platforms PCI DSS 

Vulnerability Management Risk reduction Continuous scanning NIST SP 800-207 

Audit and Compliance Regulatory adherence Automated auditing ISO/IEC 42001 

Mathematical Formulas:  

1. Service Availability  

𝐴 =
𝑈𝑝𝑡𝑖𝑚𝑒

𝑈𝑝𝑡𝑖𝑚𝑒+ 𝐷𝑜𝑤𝑛𝑡𝑖𝑚𝑒
 

 

2. Mean Time to Detection (MTTD)  

𝑀𝑇𝑇𝐷 =
∑𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒

𝑁
 

 

3. Mean Time to Recovery (MTTR)  

𝑀𝑇𝑇𝑅 =
∑𝑅𝑒𝑐𝑜𝑣𝑒𝑟𝑦 𝑇𝑖𝑚𝑒

𝑁
 

 

4. Recovery Time Objective Compliance  
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𝑅𝑇𝑂𝑐 =
𝐴𝑐𝑡𝑢𝑎𝑙 𝑅𝑒𝑐𝑜𝑣𝑒𝑟𝑦 𝑇𝑖𝑚𝑒

𝑇𝑎𝑟𝑔𝑒𝑡 𝑅𝑇𝑂
 

 

5. Recovery Point Objective Loss  

𝑅𝑃𝑂𝑙 = 𝐷𝑎𝑡𝑎𝐶𝑢𝑟𝑟𝑒𝑛𝑡 −𝐷𝑎𝑡𝑎𝑅𝑒𝑐𝑜𝑣𝑒𝑟𝑒𝑑 
 

6. Operational Risk Score  

𝑅 = 𝑇 × 𝑉 × 𝐼 
 

7. Threat Exposure Index  

𝑇𝐸𝐼 =
𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑇ℎ𝑟𝑒𝑎𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑠𝑠𝑒𝑡𝑠
 

 

8. Telemetry Coverage Ratio  

𝑇𝐶 =
𝑀𝑜𝑛𝑖𝑡𝑜𝑟𝑒𝑑 𝐶𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐶𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠
 

 

9. Fault Tolerance Efficiency  

𝐹𝑇𝐸 =
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝐹𝑎𝑖𝑙𝑜𝑣𝑒𝑟𝑠

𝑇𝑜𝑡𝑎𝑙 𝐹𝑎𝑖𝑙𝑜𝑣𝑒𝑟𝑠
 

 

10. Incident Response Efficiency  

𝐼𝑅𝐸 =
𝑅𝑒𝑠𝑜𝑙𝑣𝑒𝑑 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠

𝑅𝑒𝑝𝑜𝑟𝑡𝑒𝑑 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠
 

 

11. Security Compliance Score  

𝑆𝐶𝑆 =
𝐶𝑜𝑚𝑝𝑙𝑖𝑎𝑛𝑡 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠

𝑇𝑜𝑡𝑎𝑙 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠
× 100 

 

12. Redundancy Reliability  

𝑅𝑅 = 1 −∏(1 −

𝑛

𝑖=1

𝑅𝑖) 

 

13. System Resilience Metric  
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𝑆𝑅 =
𝑅𝑒𝑐𝑜𝑣𝑒𝑟𝑒𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑠

𝐴𝑓𝑓𝑒𝑐𝑡𝑒𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑠
 

 

14. Observability Accuracy  

𝑂𝐴 =
𝐶𝑜𝑟𝑟𝑒𝑐𝑡 𝐴𝑙𝑒𝑟𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑙𝑒𝑟𝑡𝑠
 

 

15. Resource Utilization Ratio  

𝑅𝑈 =
𝑈𝑠𝑒𝑑 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠
 

 

16. SLA Fulfillment Rate  

𝑆𝐿𝐴𝑓 =
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠
 

 

17. Zero Trust Verification Rate  

𝑍𝑇𝑉 =
𝑉𝑒𝑟𝑖𝑓𝑖𝑒𝑑 𝐴𝑐𝑐𝑒𝑠𝑠 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐴𝑐𝑐𝑒𝑠𝑠 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠
 

 

18. Anomaly Detection Accuracy  

𝐴𝐷𝐴 =
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠+ 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝐸𝑣𝑒𝑛𝑡𝑠
 

 

19. Data Integrity Score  

𝐷𝐼𝑆 =
𝑉𝑎𝑙𝑖𝑑 𝑅𝑒𝑐𝑜𝑟𝑑𝑠

𝑇𝑜𝑡𝑎𝑙 𝑅𝑒𝑐𝑜𝑟𝑑𝑠
 

 

20. Infrastructure Health Index  

𝐼𝐻𝐼 =
𝑃𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒+𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦 +𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦

3
 

 

4.1. Observability Principles and Telemetry 

A plethora of sources on observability and situational awareness support the following Unified Monitoring, Measurement, and 

Metrics principles: all aspects of a system should be monitored, including environment, related systems, and supporting/delivery 
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systems; abnormal behaviour should be automatically detected and categorized; clear and timely situational awareness should be 

provided; a wide breadth of telemetry should be collected and effectively stored and correlated; and comprehensive telemetry is 

preferred, even at increased cost. Ideally, Unified Monitoring and Metrics incorporates Unified Measurement to enable real-time, 

data-driven, foresee-and-act predictive automation with advanced monitoring systems. 

Reliable and accurate measurement, monitoring, and metrics are essential to successfully operationally assure complex, large-scale 

digital infrastructure. For Unified Operational Assurance, it entails a unified and cohesive set of observation sources, including any 

telemetric data, consistently satisfying the needs of Unified Monitoring, Unified Measurement, Unified Metrics, and Unified 

Diagnostics. It should analyse, correlate, and present the telemetric data to different supporting systems such as Unified Monitoring, 

Unified Measurement, Unified Diagnostics, Unified Prediction, and Unified Situational Awareness for further processing and 

display. Functionally and logically, Unified Operational Assurance is based on proven observability principles. Relationships  and 

software integrations implement the flow of information across the different Assurance functions. 

 

5. Resilience Engineering and Recovery Strategies 
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Clearly formulated requirements for fault tolerance and rapid restoration of services in case of failure are critical element s of the 

Unified Operational Assurance Model. Depending on the application domain and service type, recovery strategies may aim to 

reduce recovery time objectives (RTOs) and recovery point objectives (RPOs) to a minimum, or they may instead strongly 

emphasize fault tolerance and continual system operation, supporting recovery on a longer time scale. As with many other aspects 

of operational assurance, RTO and RPO requirements do not govern fault tolerance and recovery strategies in isolation but rat her 

play a crucial role within a set of considerations. 

The primary operational requirement for these aspects is to offer timely restoration after a failure, reflecting the importance of the 

services being provided and the speed with which business processes can tolerate the cessation of service. Some specialized 

applications require that RTOs be reduced as far as reasonably possible, and such applications are discussed in the section covering 

recovery strategies. In many cases, RPOs as well as RTOs are significant factors in determining recovery strategies. RTOs matched 

to the time-scale of services being provided also indicate interest in an efficient RPO: indeed, an eloquent fault -tolerant solution 

may require only that information is not considerably older than the loss of service. 

 

Resilience Engineering and Recovery Operations 

Table 5. Operational Assurance Metrics and Performance Indicators 

Metric Description Operational Importance 

MTTD (Mean Time to Detection) Time required to detect anomalies Faster incident awareness 

MTTR (Mean Time to Recovery) Time needed to restore services Reduced operational disruption 

SLA Compliance Rate Percentage of fulfilled service agreements Customer satisfaction 

Telemetry Coverage Ratio Percentage of monitored assets Complete observability  

Risk Severity Index Quantified operational risk level Better risk prioritization 

Availability Percentage Service uptime ratio Business continuity assurance 
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5.1. Fault Tolerance, Redundancy, and RTO/RPO Alignment 

Operational assurance in large-scale digital infrastructure environments should encompass fault tolerance and recovery strategies 

associated with expected service outage intervals. Extended risk exposure is acceptable only in accordance with defined interval 

expectations and business rules. Thus, the assurance of monitored environments must also address failure scenarios anticipated 

within either the recovery time objective (RTO) or the recovery point objective (RPO). 

Resilience engineering principles dictate that the required level of redundancy be established in a manner that sufficiently mitigates  

the business risk associated with expected service outages or degradation. According to these principles, the avoidance of long-

term risk translates into redundancy against single-point failures throughout the entire stack, encompassing data centre electrical, 

mechanical, cooling, and capacity resources on a Google Search-like basis. Such policies also create the required levels of 

redundancy at the application level, thereby preventing downtime for databases and their associated application servers. Risk-based 

redundancy is addressed in section 4.5 of the wells-proposed UAD. 

Long-term business risk is a function of the period of outage together with the associated severity and cost of the outage. In IaaS 

environments, risk generally accumulates when services are disrupted for a period longer than the RTO, while in PaaS, and 

especially SaaS, environments, unacceptable risk starts to accumulate when the period exceeds the RPO. Risk-based redundancy 

for IaaS environments is therefore established by maintaining failure-avoidance resources for components with a stated RTO at a 

one-dimensionless operational level. 
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6. Security, Compliance, and Risk Management in Assurance 

Security, compliance, and risk management are pivotal supporting elements of operational assurance in large-scale digital 

infrastructure environments. Identity and access management govern relationships between users and the resources within the 

environment. Policy-driven enforcement allows proper access control along the zero trust structure, assuring that authentication 

and authorization procedures are applied at every level throughout the infrastructure. A robust framework helps mitigate security 

risks while ensuring compliance with relevant standards and legislation, like GDPR, PCI DSS, ISO 27001, and others. 

Complying with such heterogeneous regulations is a continuous effort often divided into security capabilities, such as ISO 27001's 

controls and PCI-DSS's requirements, organized into groups covering security governance, access control and identity 

management, security and compliance risk assessment, security engineering, incident management, operational management, third-

party security, and e-commerce. The mission is further enabled through specific risk assessment approaches, such as the Threat 

Agent Risk Assessment, which provides baseline and recurrent information regarding emerging vulnerabilities, threats, and 

countermeasures for both the operating system and application suite. Furthermore, Risk Management Framework and 

Implementation Guidance for Information Technology Systems elaborates on controls for federal information systems and 

organizations for major security functions that resources supp orting the infrastructure should fulfill, as well as threat and 

vulnerability management, configuration management, account and access management, security awareness and training, incident 

response, contingency planning, and media protection. 

Table 6. Zero Trust Operational Assurance Model 

Zero Trust Principle Operational Implementation Assurance Benefit 

Verify Explicitly Continuous authentication and authorization Reduced unauthorized access 

Least Privilege Access Restricted user permissions Minimized insider threats 

Assume Breach Continuous monitoring and response Faster containment 

Continuous Validation Ongoing telemetry analysis Improved operational confidence 

Automated Remediation Self-healing operational workflows Reduced manual intervention 

6.1. Identity, Access Management, and Zero Trust Posture 

Operational assurance encompasses strategic planning, design, implementation, change management, and operational management  

for large-scale digital infrastructure environments that span data centers, clouds, and hybrid combinations. A unified assurance 

model focuses on strategic business requirements, encompassing objectives for resilience, and other risk-based considerations for 

security, compliance, and regulatory requirements. 

Digital infrastructures must include automated identity and access management for operational, service, service support, and service 

delivery roles, with systems and processes structured to apply a zero trust posture. Monitoring and auditing help minimize the risk 

and impact of internal and external breaches of networks and systems. Assurance is enhanced through internal and external 
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penetration testing, with observed weaknesses and failures actively scanned and vetted for remediation or organizational risk 

acceptance. 

The guarantee of an operational state that satisfies intent and design objectives is complemented by a protection model that spans 

the three dimensions of risk: security, compliance, and assurance. This protection model provides visibility into access and behavior 

within the digital infrastructure space, enabling security and compliance by design. Security and operational daily work-level 

changes and procedures maintain operational assurance at all times, with operational work-batch processing supporting, measuring, 

and improving control execution. 

 

 

7. Conclusion 

The traditional segregated models in use by various teams of specialists in university environments have been shown to produce a 

weak link in the Operational Assurance of large-scale Digital Infrastructures. A Unified Operational Assurance approach across 

the major pillars of large-scale Digital Infrastructure Operations—Monitoring and Telemetry, Resilience Engineering, Security and 
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Risk Management—provides a cohesive perspective and facilitates negotiation and win-win outcomes during fault conditions. The 

next step is to publish open architectural design principles and patterns covering both the general operational architecture and the 

lower layers common to all Digital Infrastructures. 

The integrated approach described also cross-fertilizes the individual pillars, supporting richer Dependency Maps and Data Flow 

Paths for Monitoring and Telemetry, resilience and Recovery Time/Point objectives based on complete Risk Management 

frameworks for Resilience Engineering, and enriched audit and dependency relations for Security and Risk Management. Given 

these advantages, adopting a unified Operational Assurance model in any sector of a large-scale Digital Infrastructure is sensible. 
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