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Abstract— The public cloud provides a scalable, cost-
efficient platform for automatically provisioning, deploying,
and executing enterprise workflows as virtualized resources.
However, fully automated execution can overlook implicit
enterprise context — the kind of contextual knowledge that
decision-support experts encode as signals to enable
adaptive, proactive, and better-controlled execution.
Omitting this context weakens the reliability and success rate
of cloud-based enterprise workflow execution.

To address this gap, we propose the Signal-Aware Cloud
Automation Framework, which extends existing cloud
automation frameworks with signal-processing and signal-
detection modalities that supply contextual information to the
executing workflow. The framework introduces the concept
of contextual signals — signals derived directly from the
building blocks of the executing workflow itself. This
capability substantially improves enterprise workflow
execution in cloud environments and enables a richer, more
context-aware execution experience.

Enterprise workflows differ from conventional cloud-aware
workflows in their reliance on specialized service requests.
Their execution typically depends on an external signal-
support infrastructure that surfaces implicit enterprise
context, letting experts capture decision-support information
— explicitly or implicitly, and often bound to time, duration,
or other constraints — while also serving as a resource for
managing both success and failure conditions. Even with
these enhancements, execution remains unpredictable due to
non-deterministic and implicit factors such as fluctuating
workload or resource availability. Unlike other cloud-aware
workflows, these factors cannot be monitored or detected
through the workflow’s own sub-workflows and services.
Instead, such uncertainties are better captured through
contextual signals, which are transient by nature and

represent enterprise-specific, higher-level monitoring-and-
alerting conditions defined by non-experts.

Keywords—Cloud Automation, Cloud Computing,
Context-Aware Computing, Contextual Signals, Enterprise
Workflows, Event Detection, Monitoring and Alerting,
Proactive Decision Support, Signal-Aware Automation,
Signal Processing, Virtualized Cloud Resources, Workflow
Automation, Workflow Context, Workflow Execution.

l. INTRODUCTION

Enterprise workflow executions often depend on the
unavailability of external signals. This assumption leads to
overly pessimistic behavior of workflows during executions,
where one of the reasons for the lack of adaptation
opportunities is the nonyielding nature of execution
platforms, which reproduce the workflow control structure as
defined but stay inert in case of exceptional events (like an
employee leaving the company or a business proposal getting
rejected) or undergo erratic behavior. In the presence of such
external signals, however, a more appropriate course of
action could be taken, such as executing backup plans that
were defined but never made use of. The absence of any
signal mechanism in cloud environments also means that
during workflow executions on such cloud platforms it is
impossible to capitalize on any amount of unpredicted
processing resources that become available to the user. This
deficiency causes the signal-oriented behavior of workflows
to be completely ignored when processing on these cloud
platforms.

This section briefly introduces a Signal-aware Cloud
Automation Framework built upon the principles of signal-
aware automation to adequately support the effects of
external signals during workflow execution in such supplier
environments. Its effective and correct deployment in
practice is demonstrated through the description of a
comprehensive engineering process of the framework
together with a full specification of the component providing
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automation support. This approach not only illustrates the
applicability of the signal-aware concepts for enriching a
vendor system but also establishes the feasibility of the
original idea through an extensive, rigorous design process.

1. FOUNDATIONS OF SIGNAL-AWARE AUTOMATION

What distinguishes Signal-Aware Cloud Automation
from conventional cloud automation is the consolidation of
signal routing with workflow execution and the availability
of signal-processing capabilities across the cloud
infrastructure stack. These features enable the signals to
influence enterprise workflow execution. The directed
acyclic graphs of such enterprise workflows dynamically
adapt not only to the processing and resource provisioning
capabilities of the cloud but also to the ongoing execution of
other workflows in the cloud and changes in their respective
working environments. These combinations are generally
captured by the informal notion of Signal-Aware Cloud
Automation Precise meaning requires a formal model of
Signal-Aware Cloud Automation, which is a component of
the overall system architecture. The present section focuses
on the distinguishing features and rationale of Signal-Aware
Cloud Automation; the formal model is deferred to the
Appendix.

Cloud automation is indeed aware of the signals residing
in the laaS, PaaS, and SaaS stacks, but it does not route the
signals between the stacks either internally or externally—
external routing being conducted, if at all, by different
workflow systems Such separation limits the responsiveness
of enterprise applications to internal or external events. For
example, a network outage in a fault-tolerant architecture that
affects a large proportion of servers should trigger a wider
geographic distribution of surrogates, and long-running
process layers should consider whether surrogates are serving
more than one request. Such considerations cannot be
expressed in traditional cloud automation. Also limited are
enterprise processes that require resource allocation across
stacks, such as hybrid processes that make use of both
terrestrial and airborne delivery.

TABLE |. EXPERIMENTAL CONFIGURATION SUMMARY

Config Signal Explici = Implici Drift
Modality t t Detector
Signals = Signals
A None No No No
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B Explicit Yes No Threshold
only -based
C Implicit No Yes Learned
only classifier
D Explicit + Yes Yes Learned
Implicit classifier
(Contextual
)

TABLE II. COMPARATIVE PERFORMANCE AND
ERROR/LATENCY METRICS

Configurati WAS EC F1- L.si C_tot SA
on R I scor g al Al
(%) e (ms) (norm
)
A—| 614 05 071 315 100 054
Baseline 8 1
B—| 748 07 076 241 118 0.69
Explicit- 9 9
Only
C—| 782 08 075 340 122 071
Implicit- 3 6
Only
D— | 926 09 083 187 134 0.84
Signal- 4 7
Aware

Relative to the baseline (A), the full signal-aware
configuration (D) improves WASR by 50.8%, ECI by 62.1%,
Fl-score by 16.9%, and reduces mean signal latency by
40.6%, at a 34% increase in normalized execution cost —
yielding a 56.6% improvement in the composite SAAL.

TABLE Ill. DATASET AND EVALUATION-INFRASTRUCTURE
SUMMARY

Parameter
Evaluation window

Value / Description
30 tuning iterations x 4
configurations
Concurrent 5 — 160 workflows
workflow range
Signal modalities

evaluated

Explicit (SLA / scale-out);
Implicit (resource, process-state)
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Drift detector types Threshold-only (baseline);
learned contextual classifier (B—
D)

Executor Agent 220 tasks/s per agent
service rate p
Provisioning 0.75
threshold p

SAAI weighting Equal weights, w_i = 0.2 across 5

scheme indicators

A. Conceptual Framework

While a functional taxonomy for clouds exists, a universal
conceptual framework remains elusive. The concept of
Signal-Aware Cloud Automation broadens the existing cloud
narrative to encompass a framework for workflow execution
on cloud infrastructures which, instead of relying solely on
signals of standard cloud properties, incorporates all types of
inputs that can affect execution. A comprehensive Signal
Taxonomy provides a systematic structure for considering
any conceivable property of any conceivable component of
the overall execution environment and any predictable
association with the successful execution. The concept of
Contextual Signals formalizes the inclusion of relevant
contextual properties of the execution environment, which
cannot be expressed as conditions on a cloud specification.

There are four core components. The Execution
Semantics provide a comprehensive description of any cloud-
based workflow with distributed process elements and its
executable within the context of the Signal-Aware Cloud
Automation  Framework. The Correctness criterion
establishes a consistent definition of a correct workflow for
which appropriateness of resources provided by the cloud and
the suitability of the Specification of the Execution
Environment are non-issues. Contextual Signals are a special
case of the Signal Taxonomy; a subset of the overall Signal
Modalities that banks on additional contextual knowledge of
the environment for discovering association between signal
values and the effect on the successful execution of the
workflow. The Modeling of Workflows formalizes the core
components into a single model of a workflow using five
distinct aspects, identifying its essence, and proving a
Correctness property for a specific aspect.

1. SYSTEM ARCHITECTURE

A software and Cloud technology architecture for SA-
Automation is based on the conceptual framework. At the
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core of the architecture is an SA-Executor that provides an
orchestration layer and coordinates the different SA-
Automation components. SA-Executor relies on Executor
Agents to interact with the Cloud and perform execution of
tasks. Executor Agents interact synchronously with task
providers and operate as mediators for task indicators. A
Workflow Assurance Mechanism monitors task indicators
for continuous correctness and triggers risk management in
case of detection of risk. Risk Management Services are
invoked by the Workflow Assurance Mechanism for task
mitigation and recovery during execution. Contextual Signals
Management Services manage Contextual Signals along the
workflow execution. Task Monitoring and Control Services
keep track of selected tasks and execute task control actions
when triggered by task monitor agents.

The above  SA-Automation components and
functionalities are mostly general-purpose and can be reused
when orchestrating the execution of an arbitrary workflow
with signals-awareness. Specific support is required for
detecting, forwarding and submitting tasks indications (SA-
Tasks) as well as for service assortment during task
provisioning. Considerations related to these services are
discussed next.

A. Mathematical
Execution

Formulation of Signal-Aware

The end-to-end responsiveness of the framework to a
contextual signal is decomposed into four sequential stages
— detection, routing, processing, and dispatch to the
Execution Engine:

Lsig = Ldet + Lt + Lproc + Laisp (D)

where L_det is the interval between signal emission and
detection by the Drift Detector, L_rt is the routing delay
across the laaS/PaaS/SaaS stack, L_proc is the time to
evaluate the signal against its handler, and L_disp is the delay
before the resulting adaptation reaches the SA-Executor.

The Drift Detector is evaluated as a binary classifier that
flags genuine execution drift. Precision and recall over a
labeled evaluation window yield the F1-score:

Fi=2-(P-R)/(P+R) )

withP=TP /(TP +FP)and R=TP /(TP + FN), computed
over true/false positive and false negative drift notifications
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raised by the Drift Detector against ground-truth adaptation
events.

The Workflow Adaptation Success Rate (WASR)
measures the fraction of executions in which a triggered
contextual signal led to a correct adaptation, as defined by the
Execution Semantics correctness criterion:

WASR = Ncorrect-adapt/ Nsignal-triggered % 100 (3)

where N_correct-adapt counts executions reaching the
desired completion state defined by the Finish component
after adaptation, and N_signal-triggered counts all executions
in which the Await component received a special signal.

Execution correctness, per the formal model, requires that
both progress and desired-completion conditions hold. The
Execution Correctness Index (ECI) aggregates these over an
evaluation set of size N:

ECI = (1/N) 2Zx=1.n [ Z(progressk) - Z(completiony) ] (@)

where 1(-) is the indicator function; ECI = 1 corresponds
to every execution in the evaluation set satisfying both the
progress condition and the desired-completion condition of
the Execute/Await/Cleanup/Finish semantics.

The Signal-to-Context Fidelity Index (SCFI) quantifies
how closely a contextual signal's payload reflects the true
state of its bound execution context, penalizing both false
positives and stale signal handling:

SCFI=1— (a . FPRsig + ﬂ . Atstale / Twindow) (5)

where FPR_sig is the false-positive rate of contextual
signal handlers, At _stale is the mean interval a signal remains
unconsumed past its validity window T_window, and o + § =
1 are weighting coefficients (o = 0.6, B = 0.4 in this
evaluation).

The Resource Utilization Ratio (RUR) of the SA-Executor
and its Executor Agents under a load of n concurrent
workflows is modeled as an M/M/1 queuing system per
executor agent with service rate u and arrival rate A:

RUR(Z) =4/ = p. Wa=p/ul = p)) (6)
where p is server utilization and W_q is the mean queue
wait time contributed to L_disp under sustained load; the
framework provisions additional Execution Engines once p
exceeds a configured threshold (0.75 in this evaluation).
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Overall execution cost combines compute provisioning
cost with the signal-processing overhead introduced by the
Contextual Signals Management Service:

Ctotal = Ccompute + ya Csig-proc +9- Crisk-mgmt (7)

where C_sig-proc is the marginal cost of signal detection,
routing and handler evaluation, C_risk-mgmt is the cost
incurred by the Risk Management Services during mitigation
and recovery, and vy, & weight their contribution relative to
base compute cost.

A governance-cost optimization objective balances
adaptation quality against total execution cost, subject to a
minimum correctness constraint:

J(X) = w1-WASR(X) + wW2'ECI(x) — w3:Croral(X), S.t. ECI(X) >
EClrmin ®)

where x denotes a framework configuration (signal
modality set, handler assignment, and Execution Engine
provisioning), and wl, w2, w3 are non-negative weights set
by policy; the framework's configuration search selects x* =
arg max J(x).

The Composite Signal-Aware Automation Index (SAAI)
aggregates five normalized indicators — correctness,
adaptivity, latency efficiency, resource efficiency, and cost
efficiency — into a single [0,1] score for cross-configuration
comparison:

SAAI = Zi=iswWi- I, Zwi=1 9)

where 1_i € [0,1] are the min—-max normalized indicator
scores reported per configuration in Section Ill, and equal
weighting (w_i = 0.2) is used unless a deployment specifies
otherwise.

V. SIGNAL MODALITIES AND CONTEXTUAL SIGNALS

A signal is characterized by its modality, either explicit or
implicit, as well as the context within which it arises. Explicit
signals directly reflect changes in operational context. They
include, for example, notifications of scheduled maintenance
of a cloud service or alerts triggering lapses in specified
Service-Level Agreements. Explicit signals may also
originate from external components, such as automated scale-
out mechanisms that predict an approaching resource
bottleneck and initiate the provisioning of additional
resources. Implicit signals are more nuanced and more
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operationally relevant, but less easily definable. They emerge
from reasoning over implicit context, including resource
usage measurements, the state of a process, and the execution
environment. Implicit signals may indicate that a process is
running behind its SLAs, require large amounts of data
transfer, or is otherwise behaving unusually. Such signals can
generate complex dynamic adaptations of a process execution
that are beyond the capabilities of explicit signals.

The automation framework supports the definition of new
signal types and their evolvement over time. Users and
administrators can register specific signal handler
implementations  for individual signal types. The
implementation may also provide a base set of handlers for
management of SLAs, resource usage, and other typical
properties of workflow executions. An automation context is
characterized by the valid signals and their handlers that are
defined for it. Contextual signals are those signals that are
evaluated and processed in the context of a signal-aware
automation framework. A contextual signal binds a signal to
the automation context where it is handled. It arrives with a
context identifier and a name, payload, and handlers that are
specific to that context.

A. Signal Taxonomy

Signals can be classified both horizontally across signal
modalities and vertically into levels of increasing semantic
richness. The four basic modalities of condition signals are
presence, count, threshold or distance relative to a reference
value or object. Signals conveying semantics of system
identity and health—whose navigation together with either
their presence or absence, in conjunction with browsing
semantic taxonomies, ultimately characterize the system
context—are termed contextual signals. Both condition and
contextual signals provide quantifiable approximations of the
reality underlying cloud service execution, while their virtual
counterparts of capacity and latency define quantitative
approximations on the virtual cloud resources.

The other two major groups of signals describe
requirement and consumption or satisfaction of services
respectively. Requirement signals denote signals that
blueprint either the need of a certain service in the execution
or the presence of a service topology—independent of
whether such a topology is capable of being actually
executed. Requirement signals hence encapsulate the
semantics of the service demand request. Consumption or
satisfaction signals signify resource scarcity or availability or
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denote the nodes that have executed a service topology—
either correctly or wrongly. These two groups of signals are
in a one-to-one correspondence, since for each node that
requested a service there must also exist a node that satisfied.
Consumption or satisfaction signals de facto flesh out the
semantics of realistic execution of the workflow.

V. EXECUTION SEMANTICS AND CORRECTNESS

Adaptive automation systems require execution
semantics that are sufficiently general to enable use by
different types of use cases while still providing an intuitive
and useful notion of correctness. The key places to consider
in execution are how the main automation processes are
completed, how clean-up after execution takes place, what is
done to prepare to hear signals, and how special signals are
fetched. The progress condition depends on whether
progression via regular or special signals meets termination
conditions for the workflow being executed. The workflows
are said to be executed correctly if both the normal or abort
workflows terminate in a desired manner, as described by the
conditions for workflows.

The semantics can be defined as follows. An execution of
a workflow € & consists of executions of dedicated
workflows called Execute, Await, Cleanup and Finish that
run concurrently with each other and with the execution of .
The Execute component controls the progress of the
execution of . The execution progresses using its normal
signals or with its special signals when it receives a signal
that is special. The Execute component completes the
execution of when either the normal or abort workflow
reaches normal termination. The Await component sets up a
listener for receiving signals of type and is responsible for
correct signal-handling during the execution of . The Cleanup
component executes . The Finish component defines the
desired completion of the execution. An execution of is
correct if the execution of advances through its states
according to the execution semantics and if the desired
completion of the execution occurs. The desired completion
of the execution signifies that the workflow has finished
executing, broken out of the execution or the execution
terminated in a desired manner.

A. Performance Analysis

Fig. 1 decomposes mean signal latency (Eq. 1) by stage for
explicit and implicit signal modalities. Implicit signals incur
substantially higher processing latency (L_proc), consistent
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with their derivation from reasoning over resource-usage and
process-state context rather than direct event notification,
while routing and dispatch stages remain comparable across
modalities since both traverse the same Contextual Signals
Management Service.

17.5 - [ Explicit Signals
’ [ Implicit Signals
15.0 1
a 12.5 4
E
= 10.0
=
z
< 7.5
—
5.0 1
2.5
Detection Routing Processing Dispatch
(L_det) (L_rt) (L_proc) (L_disp)

Fig. 1. Mean signal latency by pipeline stage, explicit vs.
implicit signal modalities.

Fig. 2 tracks Drift Detector Fl-score (Eg. 2) over
successive tuning iterations. The contextual drift detector,
which conditions on both condition and contextual signal
classes, converges to a substantially higher F1-score than a
threshold-only detector restricted to explicit condition
signals, reflecting the added discriminative value of
contextual signals described in the Signal Taxonomy.
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Fig. 2. Drift-detector F1-score convergence across tuning
iterations.

Fig. 3 reports Workflow Adaptation Success Rate (Eg. 3)
for configurations A-D. Progressive inclusion of signal
modalities raises WASR monotonically, with the full
contextual configuration (D) achieving the highest adaptation
success by combining explicit event notifications with
implicit, reasoning-derived signals.

100 A

92.6%

80

60

40

20 A

Workflow Adaptation Success Rate (%)

A B C D

Fig. 3. Workflow Adaptation Success Rate by
configuration.
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Fig. 4 plots Resource Utilization Ratio (Eq. 6) against the
number of concurrent enterprise workflows. Signal-aware
automation sustains higher utilization at moderate load by
proactively provisioning Execution Engines ahead of
detected drift, rather than reacting only after SLA violation,
though both configurations converge as load saturates
available capacity.

Resource Utilization (%)
~J]
o
1

=@ Baseline Automation
=@ Signal-Aware Automation

T T I
0 25 50 75 100 125 150
Concurrent Enterprise Workflows

Fig. 4. Resource utilization vs. concurrent workflow count.

Fig. 5 positions each configuration on the cost-
performance plane defined by C_total (Eq. 7) and WASR
(Eq. 3). Configuration D delivers the largest performance
gain per unit of additional cost, while B and C occupy an
intermediate region reflecting the partial benefit of a single
signal modality.
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Fig. 5. Normalized execution cost vs. Workflow Adaptation
Success Rate.

Fig. 6 visualizes the five SAAI indicator dimensions (Eq.
9) for the baseline and full signal-aware configurations. The
signal-aware configuration dominates on correctness,
adaptivity, and latency efficiency, with the cost-efficiency
dimension showing the smallest relative gap, consistent with
the added signal-processing overhead in Eq. 7.

== == Baseline (A)
w— Signal-Aware (D)

Adaptivity

Latency
Efficienc

Correctness

Resource
Efficiency

Cost
Efficiency

Fig. 6. Composite SAAI indicator profile, baseline vs.
signal-aware configuration.
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Fig. 7 applies the M/M/1 queuing model (Eq. 6) to a single
Executor Agent, showing mean queue wait time as task
arrival rate approaches the provisioned service rate. The
framework's default provisioning threshold (p = 0.75) is
marked; beyond this point, queue wait time grows sharply
and contributes disproportionately to L_disp in Eq. 1.

----- Provisioned Capacity Threshold

he] 8] 4]
=] =] % o
1 1 1 1

Mean Queue Wait Time (ms)
=

[==]
1

T T T
50 100 150 200
Task Arrival Rate (tasks/s)

Fig. 7. Executor Agent queue wait time vs. task arrival rate.

VI. CONCLUSION

A Signal-Aware Automation Framework for Adaptive
Enterprise Workflow Execution is presented. The framework
allows worker organizations to define workflows in the form
of plans, with processes for adapting to significant changes in
the operational environment during execution. Adaptation
support allows execution to be guided by signals or
contextual signals, which may enter the system in an irregular
manner. The latter contains changes in service endpoints,
availability of temporal constraints, changes in costs and
changes in authorities with respect to legal obligations and
constraints. Both signal modalities are defined in terms of
event-condition-action rules, with event parameters that can
be used as context variables during action execution of
respective detections.

Optimal adaptive execution of workflows is formalized as
a two-player game between signals and workflow execution.
A complete information evolution strategy, which
corresponds to a conditional plan for the signal player, is
computed during certification. Workflows which can be
optimally executed and those requiring other-than-optimal
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handles for signal-aware execution are characterized and
illustrated. The formal model for workflows provides a
foundation for further investigation of execution correctness,
nontrivial planning and other advanced issues concerning the
maintenance of systems of signal-aware executing
workflows.
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